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About This Guide

Introduction

This guide introduces the Honeywell MAXPRO® NVR.

MAXPRO® NVR is a Network Video Recorder (NVR) based on the Honeywell MAXPRO® VMS
platform. MAXPRO NVR is offered in the following variants.

*  Software - Only NVR solution
* Single Box NVR solution

* Single Box NVR Hybrid solution

Scope

This guide provides information on the features and functionalities common to all the variants
of MAXPRO NVR. The technical aspects of MAXPRO NVR are beyond the scope of this guide.

Intended Audience

This document is intended for the operators of MAXPRO NVR.

Structure of this Guide

The following table describes the contents of each chapter in this guide.

No | Chapter Description

1 About MAXPRO® NVR Introduces MAXPRO NVR.

2 MAXPRO NVR Wizard Describes the MAXPRO NVR Quick Wizard. 3
Clicks to Live Video

3 Licensing Information Describes the licensing and registration
information for MAXPRO NVR.

4 Logging on and Familiarization | Describes the procedure to log on to
MAXPRO NVR and the MAXPRO NVR user
interface.

5 Configuring MAXPRO NVR Describes the configuration options available

for MAXPRO NVR.

6 Monitoring a Site Describes the procedures to view live and
recorded video and the operations you can
perform on them.
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ABOUT THIS GUIDE
N - corvions

No | Chapter Description

7 Searching Recorded Video in Describes the search options available in
MAXPRO NVR MAXPRO NVR.

8 MAXPRO NVR Web Client Describes the procedure to log on to

MAXPRO NVR Web Client, view live video,
recorded video and the operations that you
can perform on them.

9 Generating Reports Describes the various reports that you can
generate in MAXPRO NVR.

Typographical Conventions

This document uses the following typographical conventions:

Font What it represents Example

Swiss721 BT Words or characters that you must type. The word Enter the password.
“enter” is used if you must type text and then press
the Enter or Return key.

Menu titles and other items you select Double-click Open from the File menu.
Buttons you click to perform actions Click Exit to close the program.
Italic Placeholders: words that vary depending on the user name
situation
Cross-reference to external source Refer to the MAXPRO® Installation and

Commissioning Guide.

Cross-reference within the document See Installation.
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About MAXPRO® NVR

Introducing MAXPRO® NVR

Honeywell’s MAXPRO NVR family includes turnkey solutions with NVR (XE,SE,PE) - 8 to 32
channels, NVR Hybrid (XE,SE,PE) - 16 to 32 channels and software NVR solutions that range
from 4 to 32 channels. The MAXPRO NVR solutions support ONVIF (including support for
Profile S devices) and PSIA interoperability standards, as well as RTSP, and features native
integration to cameras and encoders from Honeywell, AXIS®, 360° (Immervision, Oncam
Grandeye) and other third party manufacturers truly making it an open system. The advanced
IP video capabilities make MAXPRO NVRs easy to install with 3-clicks to live video and easy to
use with features like Video Surround, Calendar Search and Smart VMD for every day security

users to advanced video surveillance users. MAXPRO NVR provides easy to use desktop
clients, web client and mobile apps - MAXPRO® Mobile.

The following table lists the various MAXPRO NVR variants that are available.

MAXPRONVRXE | JAXPRO NVR SE MAXPRO NVR PE (Professional | AXPRO NVR
(Xpress Edition) (Standard Edition) Edition) Software
e Simple, * Flexible, scalable NVR e Enterprise class NVR * Flexible,
Description affordable software only
NVR NVR
Channels * 8ori6 ¢ upto32 * upto32 * 4816 0or 32
Maximum
Frame Rate
at4CIF/VGA e Server
IP * 480fps « 960 fps 960 fps gg;devy]?jfm
o Minimum
at 720p IP 480 fps * 960 fps + 960 fps hardware
400 f o
st 1080p P ] s .+ 640fps recommended
e« 1-3TB e 1-24TB, removable * upto24 TB RAID 5/6, e Server
p
Storage internal fixed bays removable bays hardware
dependent
* Desktop * Workstation/Server * Server e Server
Form Factor hardware
dependent

MAXPRO NVR 3.1 Operator’s Guide
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The following table lists the various MAXPRO NVR Hybrid variants that are available.

MAXPRO NVR Hybrid XE (Xpress

MAXPRO NVR Hybrid SE (Standard

MAXPRO NVR Hybrid PE
(Professional Edition)

Edition) Edition)

- * Simple, Affordable NVR * Flexible, Scalable NVR Hybrid * Enterprise Class NVR
Description Hybrid Hybrid
Channels * 16 Analogor 16 IP * 16 Analog and 16 IP or 32 IP . ;g IPl:\’nalog and 16 IP or
Maximum
Frame Rate
at4CIFVGAIP |+ 480 fps (16 ch IP) * 960 fps (32 ch IP) . 960 fps (32 ch IP)
at720p IP » 4801fps (16 chP) » 960fps (32 ch IP) . 9601fps (32 ch IP)
at1080p IP * 4001ps (16.ch IP) * 640 1ps (32 ch IP) . 640 fps (32 ch )
at CIF or . .

4CIF/D1Analog

480 fps CIF or 120 fps

4CIF/DINTSC (16 ch
Analog)

480 fps CIF or 120 fps
4CIF/D1 NTSC (16 ch Analog)

* 480 fps CIF or 120 fps

4CIF/D1 NTSC (16 ch
Analog)

1 -3 TB, internal fixed

1 - 12 TB removable bays

* upto24 TB RAID 5/6,

Storage removable bays
Form Factor * Desktop * Workstation/Server e Server
Note: The product options available in your region might vary. Please contact your local

Honeywell representative for more information.

22
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ABOUT MAXPRO® NVR |
MAXPRO NVR Features :

MAXPRO NVR Features

MAXPRO NVR (Single box and Software only solution) offers the following key features that
differentiate it from other IP video surveillance systems.

Industry Standards

MAXPRO NVR is an open platform and supports broad third party device integrations with
support for PSIA and ONVIF (including support for Profile S devices) standards, Real Time
Streaming Protocol (RTSP) standard and native device integrations.

Flexible Licensing

MAXPRO NVR comes with all required software applications and licenses.

Role Based Operator Privileges

MAXPRO NVR offers role-based operator privileges supporting Windows and Local users. You
can add up to 1024 users under the Users tab.

Easy Configuration

A quick and easy 3-click wizard to set up the system with auto-configuration and auto-
discovery of IP cameras, recording and monitoring configuration, makes installing HD IP
systems quick and efficient without requiring any IP expertise. Simple and logical
configuration pages make setup a breeze, even for the novice installer.

Analog Capture Card Support

MAXPRO NVR Hybrid supports Analog Capture card through which you can manually add 16
analog cameras. Each capture card comes with 16 channel support and allows you to
manage the analog cameras.

User Friendly and Feature Rich User Interface

The MAXPRO NVR user interface is based on Honeywell's flagship MAXPRO® VMS user
interface which offers a feature rich user experience. Utilization of this familiar interface allows
for the “Learn One, Know Them All” concept that ensures familiarity across a broad range of
Honeywell products.

Recording and Playback Operations

MAXPRO NVR supports simultaneous recording, live and playback viewing, search and
system management of all supported IP cameras including HD formats in a single server
instance.

Enriched Video Viewing Experience

MAXPRO NVR offers enriched video viewing experience through the intuitive video rendering
engine that optimizes CPU utilization by altering the video frame rate.

Efficient Event and Alarm Viewing Capability

MAXPRO NVR provides the ability to investigate events and alarms by simultaneously viewing
alarm videos at various stages. For every alarm, users can view the video captured during pre-
alarm, on-alarm, and post-alarm, and also view live video from the camera which triggered the
alarm.
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MAXPRO NVR Features

Simultaneous Video Recording and Video Viewing

MAXPRO NVR supports multiple simultaneous operations such as video recording and video
viewing or alarm monitoring on the server unit without the need for an additional workstation. It
also provides the option of remote monitoring clients. You can view live video while
simultaneously performing searches.

Video Motion Detection (VMD) Support

MAXPRO NVR supports both Camera based and Server based VMD. Camera based VMD
support is based on the integration method and the motion detection performance depends
on camera analytics. Server based VMD (Smart VMD) is supported for all video devices
supported by NVR, and is based on Honeywell full analytics package algorithms supporting
object-based motion detection with reduced false alarms.

Search

MAXPRO NVR supports multiple search features - Timeline Search, Preview Search,
Alarm/Events Search and the new Calendar Search.

360 Immersive Experience (Dewarping) Support

MAXPRO NVR supports client side dewarping integration with OnCam GrandEye and
Immervision 360 applications.

Multi-language Support

MAXPRO NVR supports multiple languages such as English, French, Arabic, Russian,
Spanish, Italian, Dutch, German, Czechoslovakian, Portuguese and Polish. English is the
default language.

Keyboard Support

MAXPRO NVR supports industry standard Honeywell keyboards such as UltraKey Plus and
UltraKey Lite over Ethernet.

Clip Export

MAXPRO NVR supports exporting clips and still images in simple.wmv and.bmp formats. The
clips can be signed with digital signatures for further analysis.

E-mail Notification

MAXPRO NVR supports email notification on camera, system and operator events.

Video Surround Feature

MAXPRO NVR offers Video Surround, a Honeywell-patented feature, which provides the ability
to track subjects of interest as they move between areas covered by adjacent cameras by
simply double-clicking on the panel where the subject is currently visible.

Reports

Using the MAXPRO NVR, you can generate Event History and Operator Log reports, each of
which has its own significance. These reports can be exported in .pdf, Crystal Reports, Excel
and Word formats.

24
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ABOUT MAXPRO® NVR |
MAXPRO NVR Features *

Integration Capability

Multiple MAXPRO NVRs can be deployed for system expansion using a distributed

architecture and integrated with the MAXPRO Viewer multi-site software or MAXPRO VMS
enterprise video management system.

Audio

MAXPRO NVR supports 1-way audio (camera to NVR) for specific IP cameras. Please refer to
the compatibility list on HOTA for the models supported.

Web Client

The MAXPRO NVR Web Client allows you to remotely access the MAXPRO NVR server using
a web browser like Internet Explorer and perform video surveillance. It gives you the flexibility
to view live video and perform the basic video surveillance functions remotely over the web.

MAXPRO NVR Web Client supports viewing the live video, viewing Recorded Video
(Playback), taking Snapshot and viewing Presets.

Advanced Security

MAXPRO NVR supports advanced security features with encryption support for
communication between desktop client to NVR and secure https login for Web Client.

MAXPRO NVR 3.1 Operator’s Guide
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MAXPRO NVR System Architecture

MAXPRO NVR Standalone System Architecture

The following figure illustrates the MAXPRO NVR HYBRID XE Standalone system architecture.

Local Monitor (not supplied)

Mobile Devices

MAXPRC NVR HYBRID XE

Camera Network
Port (default
192.168.1.101)

Client Workstation
Network Port
(default 172.25.254.101)

Wireless Router

ClientWorkstation Network Switc

HCD2F

H4D2F1 HCD5HIH

HD4HDIH

H3D2F1
HD3HDIH

Honeywell and Third-Party
IP Cameras and Encoders

Figure 3-1

CAT5e

| ClientWorkstation

Analog Cameras

MAXPRO NVR HYBRID XE Standalone System Architecture

Note:

The diagrams for other NVR Hybrid units (SE, PE) look similar to the MAXPRO
NVR Hybrid XE, with the NVR Hybrid box replaced by the respective NVR Hybrid.

MAXPRO NVR SE System Diagram

The following figure illustrates the MAXPRO NVR SE system diagram.
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Local Monltors (not suppliad)

Matila Davices

Aouterf
Firewall
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Rort (Aot Natwork Fort
1021681104 (ctant 172.25.254. 101}
Camera Network POE Swizh Gl Wrkstalion Netwark Swiich
= R e oS5
ewee BRn
CATE2 CATEa | catse
CATSE CATSa
o CATSe ‘cner: Wonkstation

HOEHDH Hapors Encodar
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Hamers HCD2F | — = -
)

Honeywall and Third-Farty

PC 7 i
|P Cameras and Encoders L-j. - “l' . 1

" Analog Cameras’

Figure 3-2 MAXPRO NVR SE System Diagram

Note:  The diagrams for other NVRs ((XE,PE and Software only) look similar to the
MAXPRO NVR SE, with the NVR box replaced by the respective NVR.

MAXPRO NVR Distributed System Architecture

The following figure illustrates the MAXPRO NVR distributed system architecture.

MAXPRO® NVR
Multiple NVRs — Distributed Architecture

Cenfral Location MAXPRO® VMS [ VIEWER

(Central Management and Monitoring)

Location 1

ETT ]
— I:I @ MAXPRO® NVR 1 @ MAXFRO® NVA 2

= = =

| I
Metwork
Location n

| Network
= @»' %
E MAXPRO® NVR 3 @ MAXPRO® NVA n
E,—" j {Local Management and Menitoring)
Network MNetwork

- 5l

Location 2

Network

:

Figure 3-3 MAXPRO NVR Distributed System Architecture
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MAXPRO NVR Wizard

MAXPRO NVR Wizard is an easy three-step procedure to live video for Honeywell devices.
This wizard automatically starts each time you power on the MAXPRO NVR system.

1. Step 1 - The CONFIGURATION page appears.

MAXPRO® NVR

1 CONFIGURATION 2 CAMERA DISCOVERY 3 INSTALLATION

Easy Quick All Set
CONFIGURATION SETTINGS
Videc Format @ PAL
Start Recording @ NO
Dynamic IP Synchronization ® NO
Auto Add Discovered Camera @ NO
DISCOVERY SETTINGS

Choose Camera Network o

Auto IP Assignment ® YES @ NO

Range for [P Assignment : From 192.168.1.1 To 192.168.1.254

Filter Discovered Cameras @ YES ® NO

[ Fiiter By Camera Type: Al

H Fitter By IP Range : From To

Bl Launch Wizard on Windows startup

Figure 1-1 CONFIGURATION page

* If you want to change the default settings, select “YES” or “NO”corresponding to the
fields listed in the following table or click STEP 2 to accept the default settings, and
proceed to the CAMERA DISCOVERY page in step 2.

Field Description
CONFIGURATION SETTINGS
Video Format Select “NTSC” or “PAL” based on your region.
Start Recording Start recording as soon as soon as the camera is added. 24/7
continuous recording is enabled for all the cameras.
Dynamic IP MAXPRO NVR software automatically synchronizes any change
Synchronization in the camera’s IP address.

For example. if a camera is restarted, and a new IP is associated
to the camera, then the MAXPRO NVR software automatically
detects the changed IP address and synchronizes it to the
camera so that live viewing and recording is not disturbed.

Auto Add Any newly connected camera is automatically discovered and
Discovered added to the camera’s list.
Camera

MAXPRO NVR 3.1 Operator’s Guide

29



Field Description

DISCOVERY SETTINGS

Choose Camera Enables you to choose your camera network from the drop-
Network down list.

Click the refresh icon fl to refresh the drop-down list.

Auto IP Assigns a valid address to cameras with Automatic Private IP
Assignment Addressing (APIPA).

Note: Use this option only if you do not have a DHCP server and
want to assign an IP address in your computer network range to
the cameras.

Range for IP Assignment: The MAXPRO NVR system
automatically detects all the cameras in this range on the
network.

From, To: Type the IP range.

Filter Discovered Enables you to filter the discovered cameras based on the
Cameras camera model and IP range.

* Filter By Camera Type: Select this check box and then
select a camera model from the drop-down list by clicking
the respective check boxes.

* Filter By IP Range: Select this check box and then type the
IP range in From and To.

*  Select the required language from the drop-down list. The supported languages are
Arabic, Czechoslovakian, Dutch, French, German, Russian, ltalian, Polish, Portuguese,
Spanish, and English. The default language is English (US English).

*  Select the Launch Wizard on Windows startup check box to launch the wizard
automatically each time you start Windows.

Note: Click RESET to restore the default settings for each of the fields listed in the
above table.
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2. Step 2 - The CAMERA DISCOVERY page appears.

MAXPRO* NVR

1 CONFIGURATION 2 CAMERA DISCOVERY 3 INSTALLATION

Quick
SETUP SUMMARY

Video Format Dynamic IP Synchronization
Start Recording Custom Camera Credentials

Auto IP Assignment Search Cameras in IP Range

Camera Name IP Address

Figure 1-2 CAMERA DISCOVERY page

*  Allthe settings that you have saved on the CONFIGURATION page are listed, along with
the discovered cameras. As each connected camera is discovered (notice the message
that displays on the lower right of your monitor) it is added to the list. This list disappears
as the cameras are added to the MAXPRO NVR software.

maxpro
Newly discovered camera count : 3

3:56 PM
78201 | |

-~ 0

Figure 1-3 Discovered Cameras

Note:  The ADD button on the CAMERA DISCOVERY page appears only if you have
selected “NO” corresponding to Auto Add Discovered Camera in the
CONFIGURATION page. Use the ADD button to add discovered cameras of
your choice to the MAXPRO NVR software. Select the check boxes
corresponding to a camera from the discovered list, and click ADD to add the
cameras.

*  AMAXPRO NVR Wizard pop-up message appears detailing the available free channels
in the system on NVR Hybrid units if there are analog cameras (pre-configured or added
manually). It also gives you a hint about deleting the unused analog channels to add IP
cameras. Click OK to continue.

“A MAXPRO NVR Wizard

Available free channels in the system : & (Hint:
System has 16 Analog channels configured. Any
unused analog channels can be deleted from
Configurator-> Camera tab in the Client to free up the

license before adding IP cameras)

MAXPRO NVR 3.1 Operator’s Guide 31




*  Click BACK to return to the CONFIGURATION page or click DONE when the number of
cameras discovered equals the number of connected cameras.

Caution: Only Honeywell cameras (except equlP-S and Honeywell HDZ Series —
SD and HD IP PTZ Domes) are discovered and added in the MAXPRO
NVR Wizard. To discover and add other third party PSIA/ONVIF compliant
cameras, see Adding Third Party PSIA, ONVIF and AXIS Cameras on
page 98. For adding and configuring third party RTSP cameras, the RTSP
settings must be specified, see RTSP Settings on page 93.

3. Step 3 - The INSTALLATION page appears.

MAXPRO® NVR

1 CONFIGURATION 2 CAMERA DISCOVERY 3 INSTALLATION

cio All Set

Figure 1-4 INSTALLATION page

e Click LAUNCH. The MAXPRO NVR Log On dialog appears. Please wait while the system
logs you on automatically as a Windows Logged-In User. MAXPRO NVR launches and
the Viewer tab appears. The Devices window on the left pane lists all the discovered
network cameras.

Note: Videois visible as soon as the cameras are dragged and dropped into the panels
(also known as Salvo Layouts) on the Viewer. See Live Video for more
information.

32
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MAXPRO NVR WIZARD

MAXPRO NVR Wizard Settings on the Task bhar

If you right-click the MAXPRO NVR Wizard on the Task bar, a shortcut menu appears with a list
of quick configuration settings.

2O =
Ve F

MAXPRO MNVR Wizard

[|_\_-'

Customize...

Figure 1-5 MAXPRO NVR Wizard Taskbar Settings

Setting

Select..

Configure

To open the Configuration page.

Auto Discover
Cameras

To automatically discover the cameras.

Auto Add
Cameras

To automatically add the discovered cameras to the list.

Auto IP
Assignment

To assign a valid address to cameras with Automatic Private IP
Addressing (APIPA).

Exit

To close the MAXPRO NVR Wizard.
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Licensing Information

In this chapter...

Section

See page...

Viewing the Version and License Information of
MAXPRO NVR

36
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LICENSING INFORMATION
_ Viewing the Version and License Information of MAXPRO NVR

Viewing the Version and License
Information of MAXPRO NVR

Caution: Honeywell’s boxed solutions come pre-licensed or included with all the
camera licenses. This varies for MAXPRO NVR models, please refer to the
respective data sheets.

The MAXPRO NVR Software license has a 60-day activation period. During this trial period
NVR allows you to add up to 32 cameras. To continue using the software beyond the first 60
days, you must register the software. On registration, the license is limited to the number of
camera licenses purchased with the software.

You can view the version and license information of MAXPRO NVR software from the User
menu.

To view the version and license information

1. From the User menu m on the top right, click About from the drop-down list. The
version information of MAXPRO NVR appears.

"A About MAXPRO NVR

MAXPRO NVR 3.1
; l & 2010, Honeywell International Inc. and its lioensors All Rights Resanved

Version Information
MAXPRO NVR Server Version  : 3.1.0 Build 65
MAXPRO NVR Client Version  : 3 Build 65

This Software is licensed to : Honeywell, HTS

License

Warning:

This computer pregram is protectad by copyright law and international
treaties, Unauthorized reproduction or distribution of this pregram, or any portion of it, may
result in severe cvil and criminal penaltizs, and will be prosscutad to the masimum
passible estent possible under the law,

Honeywell

Figure 2-1 About MAXPRO NVR

2. Click the License option. The License Management Console dialog box appears.
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? License Management Console X

License

0% x &

m

Feature Walue

@fL\cense Status Autharized

[ Licensed Devices
&F License Type Lirnited By Days - Dema,

~E3 Recorders
T Switchers @ License Remaining 53 Dayls)
Ll Viden Analytics & Voucher Numbsr 0574312681 349-434f-6410-e089defbIaoh

Figure 2-2 License Management Console

The License Management Console dialog box displays the number of days remaining in the
60-day activation period since the software was installed. You must purchase the license to
continue using MAXPRO NVR.

License Type is shown as Permanent if your NVR has been licensed. General Features shows
the license information on number of channels and clients.

Registration and Licensing

Note: Refer to the MAXPRO NVR Getting Started Guide for detailed information on
registration and licensing of Software only NVR.

Registering the software only requires the Host ID file from the server system. This is a unique
ID generated for the NVR Server. Click the drum icon to create a Host ID. You are prompted to
select the path where you want to generate the Host ID (HID) file, and then click OK. Save the
file to a USB flash drive or hard drive.

Completing the Licensing
After you receive the license certificate, perform the following steps to license the NVR.
1. Download the License Certificate file and save it to a USB flash drive.

2. Launch MAXPRO NVR on the MAXPRO NVR Server.

3. From the User menu,m click About.
4. Onthe MAXPRO® NVR dialog box, click License.

5. Onthe License Management Console dialog box, select Install License in the License
drop-down list.

6. The New License Configuration Wizard launches. click Next.

7. On the Locate Your License File dialog box, click Browse to locate your license
certificate (for example, on the USB flash drive), and then click Next.
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8. The License Comparison dialog box displays the details of the existing license and the
newly procured license. Compare the Existing License and the Selected License

columns corresponding to General Features and Devices. When you are satisfied, click
Next.

Note:  Any discrepancy in the license must be reported to Honeywell Sales Support. For
example, the Maximum supported cameras row under the Selected License
column displays the number of cameras for which the license is purchased. If the
number of cameras is less or more than the number of cameras for which the
license was purchased, contact Honeywell Sales Support immediately.

9. Onthe Device Configuration Changes dialog box, check that the details are accurate,
and then click Next.

10. On the Confirm New License dialog, click Finish.

11. On the New License Configuration Wizard dialog box, click Yes.
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Logging on and Familiarization

In this chapter...

Section See page...
Logging on Using Profiles 40
Port Forwarding 44
Familiarizing with the MAXPRO NVR User Interface 47
Setting Preferences 54
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LOGGING ON AND FAMILIARIZATION

Logging on Using Profiles

The MAXPRO NVR server addresses are saved in profiles. You need to select the profile
before logging on. You can set a profile as the default profile. When a profile is set as default,
you do not need to select the profile each time you log on to MAXPRO NVR. You can also
modify and delete profiles.

Logging on to MAXPRO NVR

Caution: On Honeywell provided systems a default Windows user, “Administrator”
and password, “Password1” is already configured and hence you are
automatically logged in.

To log on to MAXPRO NVR

1. Double-click on the desktop. The Log On dialog box appears.

Or
Click Start -> Programs -> Honeywell -> MAXPRO NVR. The Log On dialog box

appears.

Figure 3-1 MAXPRO NVR Log on dialog box

2. Click the Language option, and then select the required language from the drop-down
list. The supported languages are Arabic, Czechoslovakian, Dutch, Polish, Portuguese,
French, German, Russian, Italian, Spanish, and English. The default language is English
(US English).

3. Type your Username. The default user name is “admin”.

4. Type your Password. The default password is “trinity”.

Note: Select the Windows Logged-In User check box for logging on using the
Windows user name and password. If the Windows Logged-In User check box
is cleared, the MAXPRO NVR user name and password is used for authentication.
Ensure that you avoid using the @ character in your password.
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5. Ifthere is no profile set as default, then select the Profile corresponding to the MAXPRO
NVR server to which you want to connect.

Note:  Set profiles if you have multiple MAXPRO NVRs and use the drop-down to
choose which NVR you would like to connect to.

6. Select the Display Video on Alarm check box to display the viewer as an alarm monitor.

7. Press ENTER or click . The Viewer tab appears.

Saving a Server Address in a Profile

To save a server address

1. Inthe client workstation, double-click the icon on the desktop to display the Log On
dialog box.

2. Click Server Settings. The Server Settings dialog box appears.

? Server Settings X

Choose profile

Con_figurat\on
Profile Name Default Profile

Server IP/Mame WINZ-PROFE4BITS | Port 20007 "
Edit Ports
Controller IP/Mame WINF-PROFB4BITS | Port 26026
Set Default

Storage Engine IP/Mame WINT-PROFE4EITS Port 10000
T
s ey

Figure 3-2 Server Settings dialog box
3. Click Add.
4. Type the Profile Name to identify the profile.

5. Type the Server IP/Name (numerical IP address or the network name of the MAXPRO
NVR server).

6. Click Save.

7. Click OK. The server address is saved in the profile.

Note: You can click Set Default in the server settings dialog box to set the profile as the
default profile.

Setting the Default Profile

To set the default profile
1. Select the profile you want to set as default before logging on to MAXPRO NVR.
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2. Inthe User menu, , click Profiles and select Set Default Profile. The profile is

set as the default profile. The default profile appears selected in the Profile box in the Log
On dialog box.

Figure 3-3 Setting the Default Profile

Modifying a Profile
You can modify the profile name and the server address saved in the profile.
To modify a profile

1. In the client workstation, double-click the icon on the desktop to display the Log On
dialog box.

2. Click Server Settings. The Server Settings dialog box appears.

3. Inthe Choose Profile box, select the profile you want to modify. The profile details
appear under Configuration in the Server Settings dialog box.

4. Change the Profile Name as applicable.
5. Change the Server IP/Name as applicable.
6. Click Save.

7. Click OK. The profile is modified.

Deleting a Profile

To delete a profile

1. Inthe client workstation, double-click the icon on the desktop to display the Log On
dialog box.

2. Click Server Settings. The Server Settings dialog box appears.
3. Inthe Choose Profile box, select the profile you want to delete.

4. Click Remove.

42
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5. Click OK. The profile is deleted.

Editing the Ports

The MAXPRO NVR user interface includes a provision to modify the port number associated
to the following components:

e Trinity Server
e  Trinity Controller
* NeoEngine Server

To edit the ports

1. Inthe Server Settings dialog box, click Edit Ports. The port numbers associated to Server
IP/Name, Controller IP/Name and Storage Engine IP/Name are enabled for editing.

? Server Settings x

Choose profile
Configuration
Prfile Name Difault Profile
Server IP/Name WIN7-PROFS4EITS  Port 20007
Edit Ports

Controller IP/Mame W INT-PROFE4BITI Port 26026

Set Default
Storage Engine IP/Name WINT-PROFE4EITS | Port 10000

o

Figure 3-4 Editing the Ports
2. Change the port numbers as applicable.

3. Click Save.

Note:  Port 20000 is used for ONVIF discovery.
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Port Forwarding

The Port Forwarding feature is generally used when an Internet client wants to connect to a
particular NVR in a private Local Area Network (LAN). This feature is enabled by defining port
forwarding rules in the Router. By defining these rules, you can send data using the range of
ports on the internet side to a port and IP addresses on the private LAN network.

Scenarios of Port Forwarding

Note: The scenarios described in the subsequent sections only cover port forwarding

required for the NVR client to connect to the NVR. For using MAXPRO Mobile and
MAXPRO NVR Web Client from the internet, the port used by Web Server on the
NVRs (Default Port: 80) should also be set up for port forwarding. See Changing
Default Port 80 for the MAXPRO Mobile app and MAXPRO Web Client for further

details.

Scenario1- Services mapped to different ports

Two NVRs in a private LAN are configured behind the router, and all the services on the NVRs
are running on the default ports. In the router’s port forwarding section you need to map the
ports for each of the services running in the NVRs. An internet MAXPRO NVR client can
connect to a NVR, by specifying the public IP address given to the router and corresponding
ports mapped in the port forwarding table in the router.

Connect to MaxproNvR1 with
tollowing Server settings

Sarver P - 199, ea 24504
Server Pot ~300
Sl o240 84
Controller Port - 6002
StorageEngine IF - 1996334584
StorageEngine Pan - 2003
Mmq)mIlVR Client

Portforwarding section in Router

Rou(er
(Public IP — 199.63.245.84)

\

Figure 3-5 Port Forwarding Scenario 1

IPAddress 102 168.2 1602

Trinity Senver Port— 20007
IPAddress -192.162.2.191

Trinity Contraller P ort— 260268
Trinity Senver Port— 20007

Starage Engine Port - 10000
Trinity Controller Port—26026

storage Engine Part - 10000

MaxprollVR1

MaxprollVR2

In the above figure:

MAXPRO NVR 1 and MAXPRO NVR 2 have the default port numbers, 20007, 26026, 10000
configured for the following services respectively:

e Trinity Server
*  Trinity Controller
» Storage Engine

In the router’s port forwarding table, the default ports numbers for these services are mapped
to the public port numbers (8001, 8002, 8003) of the router.

An external MAXPRO NVR client can access the MAXPRO NVRs using the following settings:

e Server IP: 199.63.245.84

44
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Server Port: 8001

Controller IP: 199.63.245.84

Controller Port: 8002

Storage Engine IP: 199.63.245.84

Storage Engine Port: 8003

Note:

The mapping of the ports 8001, 8002, 8003 to the respective NVR IP and ports

(20007, 26026, 1000) helps an external MAXPRO NVR Internet client to connect
to the MAXPRO NVR system.

Scenario 2: Services mapped to existing ports

A single NVR is configured behind the router, and all the services on the NVR are running on
the default ports. In the router’s port forwarding section specify the default ports. The Internet
client can just specify the public IP Address and default ports to connect to the NVR. The
drawback of mapping to the same ports is that only one NVR can be behind the router.

Connea 1o Maxpro HVRT with

following Senier setings

Server |P - 199 63,246 64

Sarver Port 20007 —
CortrollerlP - 198 63.245.34

Cortroller Port - 26026

StorageEngine IP - 199 53.245.84

StorageEngine Por - 1000 —
MaxprollVR Client

Port forwarding section in Router
a Port
2 20007

28026 —_—

192163.2.191 10000 |

&

Router
{Public IP —199.63.245.34)

IPAddrass - 182 168.2.121
Trinity Server Port—20007
Trinity Controller Port— 26025
torage Engine Port- 10000

MaxproHVR1
Figure 3-6  Port Forwarding scenario 2

In the above figure:

There is a single MAXPRO NVR 1 with the default port numbers, 20007, 26026, 10000

configured for the following services respectively:

Trinity Server
Trinity Controller

Storage Engine

In the router’s port forwarding table, the default ports numbers for these services are
specified.

An external MAXPRO NVR client can access the MAXPRO NVRs using the following settings:

Server IP: 199.63.245.84

Server Port: 20007

Controller IP: 199.63.245.84
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*  Controller Port: 26026
» Storage Engine IP: 199.63.245.84

*  Storage Engine Port: 10000

Note: In these scenarios, as ports are not mapped in the router, you can connect to
only one MAXPRO NVR from an external MAXPRO NVR Client.

Logging off
You can log off from MAXPRO NVR from the User menu. The name of the currently logged in
user is displayed as the User menu on the top right of each screen.

To log off from MAXPRO NVR

1. Click the User menu, m . The user menu options appear.

2. Click Log Off. The Logon dialog box appears after logging off from MAXPRO NVR.

Closing the MAXPRO NVR User Interface

You can close the MAXPRO NVR user interface from the User menu. The name of the currently
logged in user is displayed as the User menu on the top right of each screen.

To close the MAXPRO NVR

1. Click the User menu, m . The user menu options appear.

2. Click Exit. A dialog box appears prompting you to confirm the action.

3. Click Yes.
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Familiarizing with the MAXPRO NVR User
Interface

The user interface of MAXPRO NVR is easy-to-use because of its intuitive icons and user-
friendly features. You can configure the devices in the video surveillance network through the
MAXPRO NVR user interface. The user interface consists of tabs, tree-structures, status bar,
floating windows, and icons. On opening the user interface, you see the following four tabs:
Viewer, Configurator, Search and Report. Based on the tab you select, windows, tree
structures, and other settings relevant to the tab appear on the screen.

A status bar is displayed at the bottom of the user interface. The status bar displays the
following: the connection status with the MAXPRO NVR server and controller, the status of clip
creation, the role of the user, the number of unacknowledged alarms, and the time.

Viewer Tab

The following figure illustrates the Viewer tab.

Seareh TR

"EEEERNEEN

Views/Sequences
window

Figure 3-7 Viewer tab
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The following components are displayed on the screen.

Component Description

Devices/Site window A floating window that displays the recorders and
cameras in a tree structure. You can select one or more
devices from the Devices window to view video in the
Salvo Layout.

Intellisense search

The Intellisense search option simplifies the search for
cameras. When a part of the camera name is typed in the
text box, the Intellisense search displays the list of
cameras that are connected to the MAXPRO NVR in the
Devices window. For example, if you are searching for
Camera 2 connected to MAXPRO NVR, then type Ca in
the text box. The list of camera names which contain 'ca’
are displayed.

Intellisense search also supports wild characters while
searching. For example:

e ca* — camera names that begin with 'ca' are
displayed.

* *ca— camera names that end with 'ca’ are displayed.
* *ca* — camera names that contain 'ca’ are displayed.

* | ca— cameras that do not have 'ca' in their name are
displayed.

Select the required filter string and click on the filter
button.You can toggle between the Filter On and Off
mode using the option [ or right-click [F , and select
between Filter ON and Filter OFF. The hot key to activate
intellisense search is F4.

Devices /Site window The context menu options in the Devices window include:

continued...
* Show Live - to view live video.
* Preview - to preview the live video.
* Refresh - to refresh the camera status.
* Refresh from Device - to refresh the camera status
from the device.
* Show Device ID - to display the device ID.
* Hide Device ID - to hide the display of device ID.
* Sort By Name - to sort the list of devices by name. By
default, names are sorted in ascending order.
Alarm window Click to display a floating window that lists the alarms. You

can acknowledge and clear the alarms from this window.
See Alarms on page 153.
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Component Description

Image/Clip window Click to display a floating window that lists the images and
clips in a tree structure. You can select the images and
clips to view.

You can right-click on the images folder or the images to
display a context menu. The context menu options
include,

* Refresh - to refresh the images/clips in the respective
folder.

* Show Video - to show the video.
* Delete - to delete an image.

¢ Show In Folder - to view the folder in which the
images are stored.

See Images and Clips on page 149.

Sequences window Click to display a floating window that lists the sequences.
You can play the sequence using the play sequence
action.

You can right-click on the devices to display a context
menu. The context menu options include:

* Play Sequence - to play any sequence.
* Show Device ID - to display the device ID.

* Sort By Name - to sort the list of sequences by name.
By default, names are sorted in ascending order.

See Configuring the Sequences on page 104.
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Component Description

Views window A floating window that lists the salvo views. The View
window consists of My Salvo Views and Shared Salvo
views. Salvo views corresponding to the logged on user
are listed under My Salvo Views in the Views window.
You can copy a salvo view from My Salvo Views to
Shared Salvo Views using the drag and drop option or
right-click and select Add to Shared Salvo Views.
Similarly, you can copy a salvo view from Shared Salvo
Views to My Salvo Views using the drag and drop option.
Devices grouped under Shared Salvo Views are
displayed on all client workstations irrespective of the
logged in user.

To add a salvo view to Shared Salvo Views, right-click on
a salvo view, and then click Add to Shared Salvo Views.
You can copy a salvo view from Shared Salvo Views to

My Salvo Views by dragging and dropping a salvo view.

You can right-click on the salvo view to display a context
menu. The context menu options include:

*  Show - to view the salvo view.

* Rename - to rename a salvo view.
* Remove - to remove a salvo view.
* Save - to save a salvo view.

* Add to Shared Salvo Views - to add a salvo view to
the Shared Salvo views.

* Show Device ID - to display the device ID.

* Hide Device ID - to hide the display of device ID.

* Refresh - to refresh the salvo views in the list.

* Sort By Name - to sort the list of salvo views by
name. By default, names are sorted in ascending

order.

See Salvo View on page 116.

Salvo Layout An arrangement of panels in which video is displayed.
See Salvo Layouts and Panels on page 114.

Timeline window A window that enables you to view video from a specified
date and time. It also consists of other features such as
mark in and mark out and selective viewing using
bookmarks. You can also create clips from video
recordings. You can seleﬁetween the scrub mode or full
timeline mode using the icon. See Video Recording
and Viewing on page 126.
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Configurator Tab

The following figure illustrates the Configurator tab.
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Figure 3-8 Configurator tab

Mamis) (17) L3047 PR

The settings in the Configurator tab enable you to add and configure the video devices and

set up the MAXPRO NVR system.

Components Description

System tab Helps you to configure the system level
information for MAXPRO NVR.

Disk tab Helps you to configure the disk settings for
video storage.

Camera tab Helps you to configure the camera settings.

Schedules tab

Helps you to configure the schedules for live
video.

10 tab

Helps you to configure the input and output
for a camera.

Sequence tab

Helps you to select a sequence of cameras
for live video.

User tab

Helps in user administration.
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Search Tab

The following figure illustrates the Search tab.

Search tab Salvo
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Toolbar
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Figure 3-9 Search tab

You can search for recorded video and events in MAXPRO NVR from the Search tab.
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Report Tab

The following figure illustrates the Report tab.

Report tab
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Figure 3-10 Report tab
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Setting Preferences

The Preferences option in the User menu enables you to configure the general settings and
the On Screen Display (OSD) settings. On the General Settings tab, you can configure the
frame rate for panels that are not selected in the salvo layout, the video rendering settings, the
video to be displayed for alarms, and the alarm threshold settings. The OSD settings can be
configured to change the font properties such as type, color, and size for the text that appears
over the video displayed in a panel.

You can also select the default values for the general and OSD settings using the Preferences
option.

MAXPRO NVR supports three modes of encryption between client and server. On the Advance
Settings tab you can select the options such as Default Encryption, Windows Authentication
Encryption and Certificate Based Encryption under the Application Security Settings for
secure communication.

Settings for Video Rendering

There are two types of rendering modes, Default and No Video Display. The Default
rendering is the recommended mode which enables the user to view live video from multiple
cameras at optimum quality. Selecting No Video Display means that no video is displayed.
You can also set the frame rate for panels that are not selected in the salvo layout. The frame
rate for the panels that are not selected can be set to improve the video signal transmission
over lower bandwidth networks.

To select the video rendering option

1. Click the Preferences option in the user menu, m . The Preferences dialog box
appears. By default, the General Settings tab is selected.

General Settings ;| TimeLine Settings | OSD Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings

Workstation Level Settings
Panell Panel2 Panel3 Paneld
Preview Pane [lee V] lOn Alam v] [Pre Alam v] anst Alam vl
[C] Viewer Repart
Pause Video Rendering (7] Configurator Help
[C] Search
Server Level Settings SnapShet Clip Export Settings
Alarm Severity Thresheld 50 Pre/Pest 60 - Sec

ST S T T

Figure 3-11 General Settings tab
2. Click the Rendering Settings tab.

General Settings | TimeLine Settings | OSD Settings |; Rendering Settings || Diagnostic Settings | AdvancedSettings |
‘Workstation Level Settings

Fendae Opin

[#] Manage CPU Load(Throttle Frame Rate)
[] Show Time Stamp For Live
[ Deinterlzce Selected Panel

[#] Set FPS Limit For Unselected Panel

FPS Limit

Reset

Figure 3-12 Rendering Settings tab
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9.

Select the Renderer Option (Default/No Video Display) for video rendering.

Select the Mange CPU Load (Throttle Frame Rate) check box if you want to throttle the
frame rate if the CPU usage reaches 90 per cent.

Select the Show Time Stamp For Live check box if you want the camera name and time
to be displayed on the live video.

Select the Deinterlace Selected Panel check box if you want to deinterlace the selected
panel.

Select the check box beside Set FPS Limit For Unselected Panel.

Select the FPS Limit. The default frame rate is 5 fps and is the recommended setting for
unselected panels.

Click Apply.

10. Click OK to close the dialog box.

Pausing the Video Rendering

You can pause the video rendering to momentarily stop the rendering of video when a tab that
does not display video is selected (for example, when the Report tab is selected, the video
rendering can be paused to improve the application performance). The rendering of video
starts again when you select a different tab in the user interface.

To select the tab which pauses video rendering

1.

2.

Click the Preferences option in the User menu, m . The Preferences dialog box
appears. By default, the General Settings tab is selected.

For Pause Video Rendering, select the check box next to the tab names that you want to
select.

: General Settings | TimeLine Settings | 05D Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings

Workstation Level Seftings
Panell Panel2 Panel3 Panel4

Freview Pane Live '] [On Aam v] IPI'E Alam '] [Pnst Alam vl
. [C] Viewer Report
Pause Video Rendering [7] Configurator Help
[7] Search
Server Level Settings SnapShot Clip Export Settings
Alarm Severity Threshold 50 Pre/Pest 60 % Sec

Reset

Sytom persuts—]—0c——coer ] howy |

Figure 3-13  Settings for pausing the Video Rendering

3.

4,

Click Apply.

Click OK to close the dialog box.
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Settings for Alarm Preview Pane

When the video related to an alarm is played from the Alarm window, the salvo layout
changes to a four panel layout. You can define the video display for each panel namely, Pre
Alarm, Post Alarm, Live, and On Alarm. The following table defines these options.

Option Description

Pre Alarm The video before the occurrence of the event that triggered the
alarm is played.

Post Alarm The video after the occurrence of the event that triggered the alarm
is played.

Live Live video is played.

On Alarm The video is played from the occurrence of the event that triggered
the alarm.

Note: You can view video related to alarms for the cameras connected to MAXPRO
NVR. For Pre Alarm, Post Alarm, and On Alarm, the video is played only when the
video recording pertaining to the date and time of alarm is available.

To define the video display for each preview panel

1. Click the Preferences option in the User menu, m . The Preferences dialog box
appears. By default, the General Settings tab is selected.

2. Select the video option for each panel corresponding to Preview Pane. When you select
Pre Alarm and Post Alarm, a dialog box appears. Select the time in seconds for which
you want to view video related to pre alarm and post alarm in the dialog box and click OK.

; General Settings || Timeline Settings | OSD Settings | Rendering Settings | Disgnostic Settings | AdvancedSettings

) Level Setfing
Fanell Fanel2 Fanel3 Faneld
Preview Pane [Live v| [onAam +| [Fedlam <] [FostAam ~|
[T Viewer Report
Fause Video Rendering ] Confaurator Help
[] Search
Server Level Settings SnapShot Cip Export Settings
Alarm Severity Threshold 50 FrelFost 60 e
iy ol e

Figure 3-14 Settings for the Alarm Preview Pane
3. Click Apply.

4. Click OK to close the dialog box.

Setting the Alarm Threshold Value

Each event type supported in the NVR has a pre-defined Severity Level value associated to it.
When the event occurs, the value is compared with the value in the Alarm Severity Threshold
box in the Preferences dialog box. The alarm is triggered only when the Severity Level value
is greater than the Alarm Severity Threshold value.

56
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For example, the alarm is triggered if the Severity Level for an event is 50 and the Alarm
Severity Threshold value is 40.

Note:  Severity level for alarms are displayed in the Alarm window, which is described in
the Alarms section.

To set the Alarm Severity Threshold value

1. Click the Preferences option in the User menu, m . The Preferences dialog box
appears. By default, the General Settings tab is selected.

2. Under Server Level Settings, type an Alarm Severity Threshold.

: General Settings ‘| TimeLine Settings | 0SD Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings

Workstation Level Settings
Panell Panel2 Panel3 Panel4
Preview Pane [Lwe '] [On Alam v] [Fre Aam '] [Pusl Alam ']
. [[] Viewer Report
Pause Video Rendering [7] Configurator Help
[C] Search
Server Level Settings SnapShot Clip BExport Settings
Alarm Severity Threshold 50 Pre/Post 60 TS
Reset

Figure 3-15 Setting the Alarm Threshold
3. Click Apply.

4. Click OK to close the dialog box.

Configuring the Snapshot Clip Export Settings
You can configure the time interval for the exported snapshot.
To configure the time interval for the exported snapshot

1. Click the Preferences option in the User menu, m The Preferences dialog box
appears. By default, the General Settings tab is selected.

2. Under SnapShot Clip Export Settings, select the Clip Export time in seconds.

General Settings | TimeLine Settings | 05D Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings

Workstation Level Settings
Panell Panel2 Panel3 Paneld
Preview Pane [lee V] [On Alam vl lPre Alarm v] [Pust Alam vl
. [0] Viewer Report
Pause Video Rendering [Z] Configurator Help
[[] Search
Server Level Settings SnapShet Clip Export Settings
Alarm Severity Threshold 50 Pre/Post 60 +Sec
Reset
System petaats————ox——]—cana—] oy

Figure 3-16 Settings for SnapShot Clip Export
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3. Click Apply.

4. Click OK to close the dialog box.

Configuring the OSD Settings

You can configure the OSD settings to change the properties such as type, color, and size of

the text that appears over the video displayed in a panel.

To set the font properties

1. Click the Preferences option in the User menu, m . The Preferences dialog box

appears.

2. Click the OSD Settings tab.

General Settings i TimeLine Settings [: 05D Settings || Rendering Settings | Diagnostic Settings | AdvancedSettings

Workstation Level Settings

Calor Preview

. T

Figure 3-17 OSD Settings tab

3. Click Edit and select the font and color properties in the dialog box.

4. Click OK to close the font properties dialog box.
5. Click Apply in the Preferences dialog box.

6. Click OK to close the Preferences dialog box.

Configuring the Timeline Settings

To configure the timeline settings

1. Click the Preferences option in the User menu, m . The Preferences dialog box

appears.

2. Click the Timeline Settings tab.

General Seftings | TimeLine Seftings :| 0SD Settings | Rendering Settings | Diagnostic Seftings | AdvancedSettings

Timeline Jump Control Cortfiguration

|5 e

Interval 2 1 Interval 5 & hr

Snapshot Durstion Settings

Daywise (7)1 Day, 1 Hour, 1 Minute, 1 Second

Hourwise @ 1day, 12 hrs, 6 hrs, 3 hrs, 1 hr, 45 min, 30 min, 15 min, 5 min, 1 min,
Calendar Seanch Month View Snapshot Time

2E]: P & @M O PM

Note - This settings is applicable only to this WorkStation

Interval 3 15 min - Interval 6 1
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Figure 3-18 Timeline Settings tab

3. Under Timeline Jump Control Configuration, set the time for the intervals (Interval 1 to
Interval 6) as applicable.

4. Under Snapshot Duration Settings, select the Daywise or Hourwise option button as
applicable.

5. Under Calendar Search Month View Snapshot Time, type the preferred time and
seconds and then click AM or PM as applicable.

6. Click Apply.

7. Click OK to close the Preferences dialog box.

Configuring the Diagnostic Settings

To configure the diagnostic settings

1. Click the Preferences option in the User menu, m . The Preferences dialog box

appears.

2. Click the Diagnostic Settings tab.

General Settings | Timeline Settings | 0SD Settings | Rendering Settings |; Diagnostic Settings ;| AdvancedSettings

Change log level settings

[] Trace log
Exception log
[C] Parameter log
Error log

[] Debug log

Sypien betsate—] ok —] G —] ooy |

Figure 3-19 Diagnostic Settings tab

3. Under Change log level settings, select the check boxes corresponding to logs as
applicable.

4. Click Apply.

5. Click OK to close the Preferences dialog box.
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Encryption secures the communication between server and client. You can encrypt the data
between client to server using encryption feature. MAXPRO NVR supports three types of
encryption modes to communicate with NVR box through client. Each encryption has specific
pre-requisites. The following are the pre-requisites for each encryption mode.

* Default Encryption : None
*  Windows Authentication Encryption:

* System clock time should be synced between client and server machine. It also
recommended to use the time sync utility to sync the time between client and
server.

*  Workgroup: If the machines are in workgroup then the password used by a
client to log on as a windows user should be the same as Server PC.

* Domain User: All valid domain users are allowed to login.
* Certificate Based Encryption:

* System clock time should be synced between client and server machine. It also
recommended to use the time sync utility to sync the time between client and
server.

* Certificate needs to be installed in all Client and Server PCs. A client without a
certificate is not allowed to login.

* Internet connection is required to Install the certificate.

» Certificate Based Encryption works across workgroup and domain.

Note: VeriSign Class 3 Code Signing 2010 CA issued certificate is tested for certificate
based encryption.

To configure the Advanced settings

1. Click the Preferences option in the User menu, m . The Preferences dialog box

appears.

2. Click the Advanced Settings tab.

General Settings i TimeLine Settings | 05D Settings | Rendering Settings | Diagnestic Settings || AdvancedSettings |

Application Security Settings

() Certificate Based Encryption

(@ Default Encryption Choose Certificate | maxprocertificate pfx

Certificate Password | ™™
() Windows Authentication Encryption

Imnpurt Ceriificaiz

Figure 3-20 Advanced Settings Tab
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Under Application Security Settings, select the Default Encryption or Windows

Authentication Encryption option button as applicable.
Or

3.

If you select the Certificate Based Encryption option button, then certificate is used to

encrypt the data between client and server. To encrypt the data using Certificate Based
Encryption then perform the following:

a. Browse the certificate (.pfx file).

b. Type the Certificate Password and then click the Import Certificate button
to import the certificate.

Note:  You can also import the certificate from the following link.
http://technet.microsoft.com/en-us/library/cc776889(v=ws.10).aspx

4. Click OK. A services restarting progress bar is displayed. Its takes several minutes to

restart all the services.
oA Preferences

3 X

eneral Settings | Timeline Settings | DSD Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings

Application Security Settings
() Cetificate Baged Encryption

Drefault Enciyption Chaose Cetificate maxprocertificate. pfx

Cailiicate Password ™"
@ ‘windows Authentication Encraption

Import Cerdiicatz

Stopping Trinity S ervices.

— 2z

Figure 3-21 Advance Settings Tab Service Restart

Note: All services will be restarted and all clients will be auto-reconnected.

5. Click Apply to close the Preferences dialog box.

Configuring the Default Settings

To apply the default settings

1. Click Reset to apply default settings while setting preferences.

2. Click System Defaults to apply the system default settings while setting preferences.
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Overview

Overview

The MAXPRO NVR configuration task is performed only by the user having the “NVR
Administrator” role. This is the initial task performed after the setting up the MAXPRO NVR

system.

Note:

For a user having the “Operator” role, the contents in this chapter serve as a

reference.

MAXPRO NVR configuration involves the following tasks:

Configuring the System settings

Configuring the Disk settings

Configuring the Cameras

Managing Analog Cameras

Configuring the Input and Output for an Analog camera
Configuring the Schedules

Configuring the Input and Output for an IP camera
Configuring the Sequences

Performing User administration
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Configuring the System Settings

The System settings enable in configuring the following:

* General System Settings

* Event Recording Settings

e Email Settings

* Holiday/Exception Settings for Schedules

To configure the system settings

* Click the Configurator tab. The System page appears by default.

Event recenting semegs n n

Pre-even Tare 5w
Plecerd e 5 8ec

Usoe bvand Ancording Time & Hirwien =
List ot Hdsdars Lint of Excepbions

SRR 22011 10

Figure 4-1 System page

General System Settings

The general settings enable configuring of the device address, device name, and device

description for MAXPRO NVR.

To configure the general system settings

1.

Under General Settings

* The Device Address displays by default. You can type a new device address as

applicable.

* The Device Name displays by default. You can type a new device name as
applicable.

* The Description of the device displays by default. You can type a new description as

applicable.

Note: The information in the Device Address and the Device Name fields is

mandatory. Device Address must be set to the machine name or IP address of

the NVR for the system to work properly.
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Event Recording Settings

The event recording settings enable configuring of the times associated to video motion
detection and user based recording.

2. Under Event Recording Settings
e The Pre-event Time (the length of time (in seconds) recording takes place before

motion is detected) and displays by default. Select a new Pre-event Time as
applicable.You can set this value from NONE to 15 seconds.

Note: The default Pre-event Time is 5 seconds.

* The default Record for time is 30 seconds. This is the amount of time that the NVR
records or boosts recording frame rate after the motion event trigger time. You can
set this value from 5 seconds to 5 minutes.

Note: Honeywell recommends that you retain the default setting of 30 seconds to get
optimal recorded time on an event.

e The User based Recording Time (duration for which the recording is done after the
user action) displays by default. Select a new User based Recording Time as
applicable. The user based recording is the recording initiated by the user manually
and is applicable for all the cameras connected to MAXPRO NVR.

Note: To start user based recording, right-click the panel displaying live video and click
Start Recording. To stop the recording, right-click the panel displaying live video
and click Stop Recording.

Email Settings

The email settings enable configuring of the SMTP server settings for email communication of
events.

3. Under Email Settings

e Type the SMTP Server Name.

* The Port displays by default. Type a new Port number as applicable.
* Type the User Name of the user.

* Type the Password of the user.

Note:  Select the Use Default Credentials check box if you want to use the credentials
that are used while logging on.
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Note:  Select the Stop Email Service check box, if you do not want to send an email
from the configured settings.

Holidays/Exceptions Settings

The holidays/exceptions settings enable setting of the holiday and exceptions for schedule
based video recording.

4. Under Holidays/Exceptions

To set holidays and exceptions

* Select a day from the calendar, and click Set as Holiday to set the selected day
as a holiday. The selected holiday displays under List of Holidays.

* Select a day from the calendar, and click Set as Exception to set the selected
day as a exception. The selected exception displays under List of Exceptions.

To remove holidays and exceptions

* Under List of Holidays, select the check box for the holiday you want to
remove, and then click Remove Holiday.

* Select the check box for the exception you want to remove, and click Remove
Exception.

5. Click Save to save the information or click Reset to clear the information entered.
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Configuring the Disk Management Settings

Disk Management helps you to configure the disk settings for saving the recorded video. All
the drives available on the MAXPRO NVR system are automatically added in the Disk
Management page.

To configure the Disk Management settings

1. Click the Configurator tab. The System page displays by default.

2. Click the Disk tab to open the Disk Management page.

Corfrasee | SEEEH FEpart

Configure Le<al and Natwork Dive

b Mozt

|1 o tiame Dewn Type Biorege Pt Sewwoted For Stomge  Towel Specei0E; Froe SpacetGd) Current Flmeordeg Drres.

Alarms) (1074] 34005 M

Figure 4-2 Disk Management page

All the drives available on the MAXPRO NVR system are listed.

Note: By default, the check boxes corresponding to all the drives except C:\ are selected.
C:\ is reserved for the Operating System data.

Caution: Itis recommended that you do not choose the operating system drive for
saving the camera recordings (as a video storage drive). Selecting an
Operating System drive for video storage can lead to system instability.

3. The following information displays under Disk Management.

¢ Drive Name - displays the drive name such as C:\, D:\ and so on.
* Drive Type - displays the drive type (Fixed or Network).
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Note: By default, only the fixed drives are listed. See step 5 to explicitly add a network
drive or fixed drive.

* Storage Path - displays the default storage path for saving the recorded video. You
can type a new path for saving the recorded video

» Selected for Storage - By default, this check box is selected for all the fixed drives
that are listed except C: To disable video recording on a particular drive, clear the
Select for Storage check box corresponding to the drive.

* Total Space (GB) - displays the total space available on the drive.
* Free Space (GB) - displays the free space available on the drive.

*  Current Recording Drive - displays a status indicator indicating that recording is
taking place on the drive. “Green” indicates that current recorded video is saved on
the drive.

4. Under Disk Space

The overall drive statistics specified for the recorded video at any point of time is indicated
by the following fields:

* Total available disk space - displays the total storage space available on the drives
used for saving the recorded video.

* Used non video disk space - displays the disk space used by non video data on the
drives.

* Used video disk space - displays the disk space on the drives used for saving the
recorded video.

* Free disk space - displays the free disk space available on the drives.

You can also view a graphical illustration of the drive statistics with legends for each of the
above fields.

Figure 4-3 Graphical lllustration
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* Inthe Recording recycle at box, type a value. The Recording recycle refers to a
state when the oldest video recordings are automatically deleted, if there is no disk
space on the drives for new video recordings.

* Inthe Low disk alarm at box, type a value. The Low disk alarm refers to a state when
the space on the drives for video storage is nearing the maximum size of the drives.

Caution: The Low disk alarm at value must be always greater than the Recording
recycle at value.

Note: Click Refresh to refresh the information under Disk Space at any point in time.

5. Click Add Drive to add a fixed drive or a network drive.

*  The fixed drive that you are adding must be available on the MAXPRO NVR system,
else an “Invalid Drive” text displays in the Total Space (GB) column.

* Add a network drive in the following format: \\<IP address >\<folder name> for
example, \\192.168.1.12\Recorded Clips.

Note: The Network drive added must be valid with proper folder permissions set for the
installed default user, else an “Invalid Drive” text displays in the Total Space
(GB) column.

Caution: Please exercise caution while using a network drive as a video storage
drive since network interruptions and network performance can lead to
loss of video recordings.

6. Click Save to save the information or click Reset to clear the information entered.

Note: To remove a drive, select the check box corresponding to the drive, and then
click Delete.

70 MAXPRO NVR 3.1 Operator’s Guide



CONFIGURING MAXPRO NVR
Configuring the Cameras -

Configuring the Cameras

Cameras are sources for a video input in MAXPRO NVR. The maximum number of cameras

that can configured in MAXPRO NVR depends on the model. You can add the following types
of cameras:

* IP Cameras: MAXPRO NVR Wizard automatically discovers these cameras in the

network and adds it to the MAXPRO NVR user interface. See Adding IP Cameras for
more information.

Analog Cameras: User is required to manually add these cameras to the respective
channel and configure the camera. See Adding/Deleting Analog Cameras for more
information. The maximum number of analog cameras that you can configure in
MAXPRO NVR Hybrid series (XE, SE, PE) is 16.

Adding IP Cameras

The MAXPRO NVR Wizard automatically discovers Honeywell cameras in the network and
adds it to the MAXPRO NVR user interface. Alternatively, you an also discover and add all the
supported cameras in MAXPRO NVR in the Camera page.

To add IP cameras

1. Click the Configurator tab. The System page displays by default.

2. Click the Camera tab to open the Camera page.

A5 GT406 Crammel & - DO40ACTABIAC

Figure 4-4 Camera page

Note: All Honeywell cameras that are discovered and added using the MAXPRO NVR
Wizard appear in the Camera page when you first open it.

3. Under Discover cameras here

=
e Click Q to discover the cameras in the network. By default, the check boxes
corresponding to all the discovered cameras are selected.
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Note:

The cameras are added based on the Advanced Discovery Settings. See
Configuring the Advanced Discovery Settings for more information. Only device
integrations with auto discovery support are discovered automatically in the NVR.
All other devices need to be added manually.

Click Add to add all the discovered cameras. To add only specific cameras, first clear
the check boxes of the cameras you do not want to add, and then click Add. The
selected cameras appear under the Camera pane.

Note:

The cameras added have the default parameters for all their settings.

4. Under the Camera pane, select a camera to change the default parameters for the
following settings.

Enable/Disable - Enables or disables a camera for recording and live video. By
default the check box corresponding to a camera to enable live video preview is
selected. To disable live video preview, clear the check box corresponding to a
camera. The live video appears under Video Preview at the bottom right corner of
the Camera page.

Number - Displays the camera number. You cannot modify the camera number.

Camera Name - Displays the camera name. You can type a new camera name
limited to a maximum of 50 alphanumeric characters.

IP Address - Displays the IP address of the camera. You can type the new IP
address for the camera as applicable.

Camera Type - Displays the type of camera.

Note:

*  Forthe camera type, “Generic - RTSP, you must specify the RTSP settings for
the camera in the Camera Advanced Settings pane. See RTSP Settings for
more information.

* To add the discovered multi-channel encoders, see Discovering and Adding
Multi-channel Encoders.

Fixed/PTZ - Indicates whether the camera is a PTZ or fixed.

Note:

By default, ACUIX cameras are PTZ enabled.

Continuous Recording - All cameras added are defaulted to “24/7” recording. You
can choose a different option from the drop-down list.

Event Based Recording - This is “None” by default. Select an option from the
drop-down if you want to do motion based recording.

User Name- Displays the default user name, “Admin” for the camera. You can type a
new user name for the camera as applicable.
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Note: Change this only if the user has been changed on the camera.

* Password - Displays the password, if any, for the camera. You can type a new
password for the camera as applicable.

Note: Change this only if the password has been changed on the camera.

Caution: The camera Username and Password in the NVR needs to match the
username and password configured on the device for the NVR to be able
to connect to the camera and get video.

* Video Channel Number - Displays the video channel number for the camera
(only applicable to cameras connected through encoders).

5. Click n to open the Camera Advanced Settings pane.

Bratin Pt I Addiean Camac Tree

sy

Figure 4-5 Camera Advanced Settings pane

Note:  The Camera Advanced Settings pane is disabled when there are no cameras
available in the system.

6. Click Launch Web View for Advanced Set Up to launch the web page for the camera.
Use the camera's web page to view IP and firmware settings, bit rate statistics, camera
exposure, day night and white balance settings, and set up video motion detection and
other analytic events.
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7. Under Live Quality Settings

Select the Video Format (NTSC or PAL). The NTSC and PAL are the widely used
video formats.

The Compression Format is defaulted to a fixed value based on the camera model.

The Resolution is defaulted to a fixed value based on the camera model (for
example, HD3MDIP model defaults to 1280 x 720 resolution).

Select the PTZ Sensitivity for PTZ camera. Available PTZ options are: Low, Normal,
High and Maximum.

Note: The PTZ Sensitivity field is not available for fixed cameras.

The Streaming Mode is defaulted to UDP. You can select TCP streaming mode as
applicable.

Note: The Streaming Mode is supported only for AXIS and ONVIF Cameras.

The Compression is defaulted to “Medium”. You can select a new Compression
ratio as applicable.

Select the FPS for a camera. FPS refers to the number of pictures displayed in
exactly one second. FPS is a measure of how much information is used to store and
display motion video. The term applies to digital video. Each frame is a still image;
displaying frames in quick succession creates the illusion of motion.

Note: For live streaming, 30 FPS is the maximum frame rate in NTSC format, and

25 FPS is the maximum frame rate in PAL format.

The GOP is defaulted to “5”. Type a new GOP as applicable. Group of Pictures
(GOP) are individual frames (number of pictures) that are grouped together and
played back for viewing. A GOP consists of “IFrame” picture type that represents a
fixed image independent of other picture types. Each GOP begins with this type of
picture.

8. Under Record Quality Settings

Select the FPS for Background recording.
Select the FPS for Event based recording.

Live/Recording Quality can be varied by controlling GOP. The formula for this is calculated
as follows: Recording Quality resulting FPS = Live FPS/(GOP*| Frame Number for
recording).

For example, in the following table if Live FPS is configured as “30” and Continuous
recording is set to record “Every | frame” and Event recording is set to “Same as Live” with
GOP value set to “5”, the result is 6 FPS continuous recording quality and 30 FPS event
recording quality.
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Note:  GOP value below 5 may not be achieved from all the cameras.

Live settings Record quality resulting FPS
FPS GOP Same as Live Every | frame Every 2nd | frame Every 3rd | Frame
30 2 30 15 Tk 5
30 3 30 10 5 3.33
30 5 30 ] 3 2
30 10 30 3 15 1
0 15 30 2 1 0.67
0 1a 30 1.35 0.94 0.63
30 20 30 L5 0.75 0.5
30 30 30 1 0.5 0.33

9. Under Recording Deletion Settings

*  Select the Event Recording clip deletion duration.

* Select the Continuous Recording clip deletion duration.

Caution: For Recording Deletion Settings, please exercise caution with Keep
Forever clip deletion duration setting. Recordings with Keep Forever are
stored permanently and are not deleted/overwritten even if the disk
becomes full. They can be deleted only manually from the Search tab.

10. Under Audio Settings, select the check box to enable audio.

Note: 1-way audio (camera to NVR) is supported for specific IP cameras. Please refer to
the compatibility list on HOTA for the models supported.

11. Click Save.
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Managing Analog Cameras

MAXPRO NVR Hybrid now supports Analog Capture card through which you can connect up

to 16 analog cameras. The following figures depict the MAXPRO NVR Hybrid SE, XE and PE
box with analog capture card.

Q@@

e[@:0
{oHE)

e[@:Q@

O 0 0O
19000000 0

@ 7
~ A A A A ADA
----- ----- ----- ----- ----- oFol ==l [
B ] "E?M""“‘EBHW'HN“'W 12345678 912U
< " M} VI = V\,DEUDT:T
El HOMI B n A A A
= = o © [ L

[
Figure 4-7 MAXPRO NVR Hybrid XE Rear View
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Figure 4-8 MAXPRO NVR Hybrid PE Rear View

Adding/Deleting Analog Cameras

To add/delete analog cameras

1. Connect the required number of cameras manually to analog capture card. The
maximum number of analog cameras can be connected is 16.

2. Click the Configurator tab. The System page displays by default.

3. Click the Camera tab to open the Camera page.

Note: All analog cameras that are pre-configured in the factory image appear in the
Camera page when you first open it.

@ 2 5 kg Cotrs Cord o o 2 S —— p——
w 3 Sy Camoes Dt Fid Gt 3 o A ST -
RS A P G
L = s 2 1 BeeDaae WM D
- o iatog Copeunn Covd_ Finad Camarn f
SHIEE 5 T i 4] CRINDANDSLE 1078733 e
v Aatog Copturs Card  Fiaad Comar @ cezsooarser o773 —
v . Ansieg Cappre Card Fiund Camare . ¥ CEIHODIF-5F- W0 TE 7% oo
= - e = S e - @ MCOSMINN-SPIR W78 72209 HCOSNE
v W _ = Aoy Capees Gl = Pl Sy v
= . e T | W) Gabsa 0T A osa
e 7 | -- Ansbop Caghurs Cant  Fined Camr 2 - L -
w 0 e Cosharn Card Foend Camars v
o § = ety Caphrs o™ Wi o " Bl e T -
) o Anakos Covame Caré _ Finad Camarn w PP
W 3 kg G P s " .
= Uews b e
Passerd ———

Figure 4-9 Adding or Deleting Analog Camera
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4. Click New. A new camera is added in the camera pane.

* Under Camera Type - Displays the type of camera. Select the Analog Capture Card
option to add analog cameras.

To delete Analog Camera
1. Select the required analog camera channel check box.
2. Click Delete. A confirmation message appears “Do you really want to delete camera(s)”

3. Click Yes to delete.

Configuring Analog Cameras

Pre-requisite to configure analog cameras: Ensure that you connect the required number of
cameras manually to the analog capture card and then perform the below steps.

To configure analog cameras
1. Click the Configurator tab. The System page displays by default.

2. Click the Camera tab to open the Camera page.

ADMINISTRATOR g8 «

e Horo Carmars tiwrn 18 b Carrmen Trom Fimmae T2 Vil ot Fiarotone
e Coamaral_2 Fioma Camarn a

Anabo Capturm Cant  Fiumd Caman

Figure 4-10 Camera page

Note: All analog cameras that are pre-configured in the factory image appear in the
Camera page when you first open it.
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Under the Camera pane, select a camera to change the default parameters for the
following settings.

Enable/Disable - Enables or disables a camera for recording and live video. By
default the check box corresponding to a camera to enable live video preview is
selected. To disable live video preview, clear the check box corresponding to a
camera. The live video appears under Video Preview at the bottom right corner of
the Camera page.

Number - Displays the camera number. You cannot modify the camera number.

Camera Name - Displays the camera name. You can type a new camera name
limited to a maximum of 50 alphanumeric characters.

IP Address - This is -.- by default for analog cameras. You can provide any valid IP if
required.

Camera Type - Displays the type of camera. Select the Analog Capture Card option
to add analog cameras.

Fixed/PTZ - Indicates whether the camera is a PTZ or fixed.

Continuous Recording - All cameras added are defaulted to “24/7” recording. You
can choose a different option from the drop-down list.

Event Based Recording - This is “None” by default. Select an option from the
drop-down if you want to do motion based recording.

Video Channel Number - Specify the physical slot number of the analog capture
card.

Note:

Based on the Analog Capture Card model, system will prompt a message to add
all supported channels by default. Click Yes to add all supported channels or No
to add only 1 channel.

4. Click l to open the Camera Advanced Settings pane.
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Figure 4-11 Camera Advanced Settings pane
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Note: The Camera Advanced Settings pane is disabled when there are no cameras
available in the system.

5. Under Live Quality Settings

»  Select the Video Format (NTSC or PAL).
* The Compression Format is defaulted to a fixed value based on the camera model.

* By default the highest supported Resolution (720 X 480) is selected with maximum
frame rate supported by the card.

* Select the FPS for a camera. FPS refers to the number of pictures displayed in
exactly one second. FPS is a measure of how much information is used to store and
display motion video. The term applies to digital video. Each frame is a still image;
displaying frames in quick succession creates the illusion of motion.

* Type the Hardware ID, if the analog camera type is a PTZ camera. The hardware ID
is based on the PTZ Protocol.

Note: Based on the model, Analog Capture card supports only 480 frames @ CIF. By
default all the 16 cameras will be added. You can add/remove the number of
cameras based on the range of FPS and supported resolution.

*  Select the PTZ Sensitivity for a PTZ camera. Available PTZ options are: Low,
Normal, High and Maximum. For advanced PTZ settings see Advanced PTZ
Settings.

* The Compression is defaulted to “Medium”. You can select a new Compression
ratio as applicable.

6. Under Record Quality Settings

* Select the FPS for Background recording.
* Select the FPS for Event based recording.

By default GOP is equivalent to FPS (1 I-frame per second).
7. Under Recording Deletion Settings

* Select the Event Recording clip deletion duration.
* Select the Continuous Recording clip deletion duration.

Caution: For Recording Deletion Settings, please exercise caution with Keep
Forever clip deletion duration setting. Recordings with Keep Forever are
stored permanently and are not deleted/overwritten even if the disk
becomes full. They can be deleted only manually from the Search tab.

8. Click Video Display Settings. The Color Correction dialog box appears.
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Note: The Video Display Settings feature is available only on the desktop local client
on the NVR Server machine.

MANPRO NVE — W
ADMINISTRATOR g8 -

1

9. Under Video Display Settings
*  Move the slider right or left to increase or decrease the Brightness, Contrast, Hue,
Saturation U and Saturation V.
'(I?;pe the required value in the respective boxes to adjust the video display settings.
glrick Default to set the default values.
10. Click Save to save the display settings.

11. Click Save to save the configuration.

Advanced PTZ Settings

MAXPRO NVR now supports the advanced PTZ settings for an analog PTZ camera.

Note:  Advanced PTZ settings are available only for analog PTZ cameras.

To set the advanced PTZ settings

1. Select the required analog PTZ camera from the camera pane.

2. Click n to open the Camera Advanced Settings pane.
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3. Under Advanced PTZ Settings

* Select the PTZ Protocol. Available PTZ Protocol options are VCL, Pelco P, Pelco D,
Maxpro, GE Kalatel.

Note: Vicon protocol is not supported in this release.

* Select the COM Port name. Available COM Port names options are COM 1, NONE

* Select the required Baud Rate. Available Baud Rates options are 110, 300,600,
1200, 2400, 4800, 9600, 14400, 19200, 38400, 56000, 57600, 115200, 128000,
256000.

* Select the Stop Bits. Available stop bits options are 1 and 2.
* Select the Parity. Available Parity options are ODD and EVEN.
* Select the Data Bits. Available data bits options are 7 and 8.

4. Click Save.

Configuring the Input and Output for an Analog
Camera

The input and output hardware configuration for an analog camera in MAXPRO NVR Hybrid is
configured by default and when you add an analog camera, then by default the camera is
mapped to their respective input and output ports. The first input/output port is mapped to the
first camera, similarly the second camera is mapped to the second input/output port of the box
and so on. The input output combinations cannot be mapped to any other analog or IP
camera other than the default configuration.

The below screen depicts the typical input and output ports ( Highlighted in Red) for MAXPRO
NVR Hybrid XE and SE Box. The SENSOR is the input port and CONTROL is the output port
for both Hybrid XE and SE Box.
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Figure 4-12 Input and Output Ports For MAXPRO NVR Hybrid XE
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Figure 4-13 Input and Output Ports For MAXPRO NVR Hybrid SE

Spot Monitoring

The Spot Monitoring feature allows you to view the live video of analog cameras from the box.
You need to connect a physical monitor to the specific port as shown in figure 4-12 and
figure 4-13 for both XE and SE box to view the live video.
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Configuring the Panomorph Settings for the
Cameras with Immervision Support

ImmerVision’s Panomorph lens enables 360 degree Field of View (FOV). This lens is
compatible with industry standard analog and IP cameras.

By using the Panomorph lens with your IP/ Analog camera, you can:
* View live, record and playback the complete 360x180 FOV.
* Eliminate blind spots in the FOV.
* Increase the video surveillance coverage.
* Detect, track and analyze throughout the entire area.
* Playback the recorded video with digital watermark for evidence purposes.

Caution: Only Immervision certified camera models have this feature enabled.
Before configuring this feature, please check whether your camera has
the Panomorph lens.

To configure Panomorph settings

1.  Onthe Camera page, under Panomorph Settings

MAXPRO NVR

Viewer Conlgurstos Saarch R

. s 2
Discover & Add Camenss in Network. Corfigur Camess Live. Rscording end VMD Semings.

Figure 4-14 Panomorph Settings

*  Select the Enable Panomorph check box to enable the Panomorph feature.

*  Select the Mounting Position. You have three options to choose from: Wall, Ceiling,
and Ground.

¢ Select the Default Mode for the camera. The available modes are PTZ Mode, Quad
Mode, and Perimeter Mode.
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Note: The default mode is PTZ Mode.

2.

Click Save.

Note:

* To view live video from Immervision certified cameras, see Video Viewing
Options from Immervision Enabled Cameras.

* The recommended Aspect Ratio for Immervision Certified cameras is 4:3.
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Configuring Oncam Grandeye Cameras

The integration of the unique 360-degree Oncam Grandeye H.264 IP cameras In MAXPRO
NVR enables video surveillance, acquisition and tracking that identifies suspicious behavior
enabling the interrogation and verification of a potential threat. This in-turn provides the
necessary intelligence needed to make a measured response to any critical situation.
Grandeye’s customized security solutions are designed to address to meet all of today's
security and liability requirements.

MAXPRO NVR supports the following types of Oncam Grandeye H.264 cameras.
* Halocam
*  Evolution

The Halocam series cameras support the following views, that help in effective video
surveillance of a site:

* Halocam - HalfPanorama2(OnCam-GE-Hal-HalfPanorama2)

* Halocam - FishEye(OnCam-GE-Hal-FishEye)

* Halocam - VGAFishEyeWithPan(OnCam-GE-Hal-VGAFishEyeWithPan)
e Halocam - Composite1 (OnCam-GE-Hal-Composite1)

e Halocam - Composite2 (OnCam-GE-Hal-Composite2)

* Halocam - VGAFishEye (OnCam-GE-Hal-VGAFishEye)

The Evolution series cameras support the following views, that help in effective video
surveillance of a site:

* Evolution - FishEye(OnCam-GE-Evo-Fisheye)

Adding Oncam Grandeye Cameras

The Oncam Grandeye cameras are not discovered automatically in MAXRPRO NVR, hence
you must add these cameras manually.

Note: For Evolution cameras, please first set the active camera stream (resolution) on
the camera web page. Please select the same settings as camera active stream
in the NVR-Camera Advanced Settings for video to be displayed.

To add Oncam Grandeye cameras

1. Onthe Camera page, click New.
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2. Enter the following information:

* Camera Name

* |IP address

* Camera Type

* Fixed/PTZ

* Continuous Recording

* Event Based Recording

* User Name - Type the default user name, “admin”.
* Password - Type the default password, “admin”.

* Video Channel Number

3. Click to open the Camera Advanced Settings pane.

4. Under Grandeye Panorama Settings
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Figure 4-15 Grandeye Panorama Settings

* Select the Enable Panorama check box to enable the panorama settings.

Note: For the streamers other than FishEye, the Enable Panorama options are not
visible.

*  Select the Mounting Position. The available options are Wall, Ceiling and Ground.

* Select the Modes. The available options are VCam, Panorama, Panorama Wide,
and Panorama Narrow.

Note:  The Mounting Position and Modes are common to both the Halocam and
Evolution cameras.
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5. Click Save.
Image Stream Combinations for Oncam Grandeye
Cameras

Each Halocam and Evolution camera works best when configured with a particular resolution
and fps. See Appendix , Image Stream Combinations for Oncam Grandeye Cameras for the
optimum resolution and fps configurations for each of the cameras.

Viewing Live Video from Oncam Grandeye
Cameras

See Video Viewing Options from Oncam Grandeye Cameras.

Device Characteristics of Oncam Grandeye
Cameras

See Appendix , Device Characteristics of Oncam Grandeye Cameras.
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Server VMD (Smart VMD)

Video Motion Detection (VMD) is a built-in intelligent feature that enables you to configure
motion detection for the live video streamed by MAXPRO NVR using its connected cameras.
Configuring motion detection involves defining one or more Region of Interest (ROI) in the
field of view. Regions are drawn in the field of view to specify where the motion should be
detected or excluded.

The Server VMD running on the MAXPRO NVR provides superior performance comparing to
regular VMD, due to its capability to differentiate real object motion from:

* Image or camera noises
* Irrelevant motion due to weather (example: rain, snow)
* Lighting changes
Few cameras have built-in VMD capabilities. There is a provision included in the MAXPRO

NVR user interface to manually configure VMD (known as Server-based VMD) for the cameras
that do not have the VMD feature built-in them.

Caution: At atime, a camera can be configured in NVR to only have its built-in
(camera based VMD) or the Server VMD (Smart VMD) enabled.

Smart VMD-Technology Overview

Smart VMD uses the same detection module as full analytics.

Smart VMD Traditional VMD (Cameras and
Head-ends)

* Object based- triggers alarms * Pixel based - compares image pixels,
based on moving objects. detects changes with a single threshold.

* Ignores changes in lighting, video * Does not adapt to changing environment.
noise, and rain.  Susceptible to nuisance alarms from

* Ignores other false alarm triggers illumination changes, rain, moving trees.
that affect pixel-based VMD.

* Processing at lower frame rate,
simple object validation: low CPU
requirements.
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Figure 4-16 Detection of relevant motion

Detection of Relevant Motion

»  Statistical modeling to maintain high detection sensitivity, while filtering out non-
salient motion.

* Significant improvement over standard video motion detection.

shadow.

Nuisance noise and
non-salient

To configure Smart VMD

Note: Before enabling Server VMD for a camera configured to stream H.264 or MPEG4

video, please ensure that the GOP size is set to be smaller or equal to the stream
frame rate. For objects that do not persist in the region till the stream contains at
least 1 iFrame, Smart VMD ignores as noise to reduce false alarms. Example:
Insect flying in front of a camera. It is recommended that you configure large
enough regions to capture relevant motion in the area of interest. Server VMD is
not supported on 360 camera (fisheye or panomorph) views.

Select the Enable Server VMD check box.
Click Configure. The Server VMD Configuration dialog box appears.

Click Include Region and a new include region (in green) appears. On the field of view,
click and drag the corners of the rectangle to position and resize the region where you
want the motion to be detected. Repeat the operation to include more regions.

Click Exclude Region and a new exclude region (in red) appears. On the field of view,
click and drag the corners of the rectangle to position and resize the region where you do
not want motion to be detected. Repeat the operation to exclude more regions.

To delete a region, select the region from the Configured Regions drop-down list, then
click Delete Region.
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Figure 4-17 Server VMD Configuration

Note:

*  You can draw a maximum of 10 ROls (includes Include and Exclude
regions).

* Include regions are shown as green rectangles and Exclude regions are
shown in red rectangles in the field of view.

* Each region is assigned a unique identifier number for easy identification.

e The Exclude region overwrites the Include region. No motion is detected in
the area that is inside any of the exclusion regions.

6. Under Alarm Settings

Type the Hold Time (sec). This indicates the hold time for the motion video after the
detected motion stops. When motion is detected and motion video has started being
recorded, if motion stops briefly and then resumes within Hold Time (sec), no
“Motion stopped” event is generated. This brief gap in detected motion is ignored
and motion triggered recording continues without interruption. On the other hand, if
motion stops and no new motion is detected within Hold Time (sec), then the
“Motion stopped” event is reported. Motion triggered recording is then stopped after
additional Post-Alarm duration.

Note:

The Hold Time range is 0 to 30 seconds.

The Object Size Threshold (the minimum object size required to trigger an alarm) is
displayed as a yellow rectangle in the field of view. Click and drag the corners of the
rectangle to resize the minimum object size for motion detection.
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Note: The Object Size Threshold is a universal threshold across the entire image. By
default, the Object Size Threshold is set to the smallest size, and therefore even
very small motions trigger an alarm. This may not be appropriate for all sites and
cameras, and the yellow rectangle size should be adjusted if the default size is
not adequate.

7. Click Save to save the changes or click Cancel to abort the changes.
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RTSP Settings

Real Time Streaming Protocol (RTSP) is a control protocol for streaming video over the
Internet. It allows you to select the TCP or UDP based streaming modes depending upon
what the camera supports. For the camera type “Generic RTSP”, you must specify the
following RTSP settings.
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Figure 4-18 RTSP Settings

* Type the RTSP URL. Click
to different camera types.

Note:  The Help that opens lists only a few manufacturers. Most cameras are RTSP, and
all RTSP third party cameras can be configured. If the RTSP URL format for a
particular camera type is not listed in the Help, then the URL format can be
obtained from the camera manufacturer.

* Click Get Configuration to get the resolution and compression format for the
camera.

Note:

*  For RTSP, all settings like FPS must be configured on the camera web page,
and the default port 554 must be used.

* If “Get Configuration” fails, a message appears to choose the compression
and resolution. You must go to the Camera web page and set both of them,
and then configure the same settings in MAXPRO NVR.

8. Click Save.
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Note: If a particular camera is not discovered by the system, you can add it manually by
clicking New.
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Discovering and Adding Multi-channel
Encoders

An Encoder connects to an analog camera using a coaxial cable and converts analog video
streams to digital video streams, which can be sent over an IP network.

Each encoder varies based on the number of channels (cameras) supported. Please visit the
following URL: http://www.security.noneywell.com/hota/ for the most up to date list of
encoders supported by MAXPRO NVR.

MAXPRO NVR automatically discovers its supported encoders and displays them in the
Discovery window as shown in the following figure.

MAXPRO NVR -
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Figure 4-19 Encoder discovery

The encoder is discovered as a single device in the Discovery window, and “n” number of
cameras (where n is the number of channels supported by the encoder) are added under
Camera as shown in the following figure.

Note:  For AXIS encoders, n+1 streams are typically added (might vary by models) with
1 additional stream providing the matrix view of all cameras. This matrix view
added can be deleted if it is not required by the user.
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Figure 4-20 Adding the Encoder

Note: The Video Channel Number field can be modified, but it is recommended that
you do not change the information in this field.

Updating the Cameras

You can modify the settings of a camera to change the camera name, IP address, camera
type, fixed/PTZ, advanced camera settings, and so on. You can update the camera settings
only if you have admin rights.

To update a camera

1. Click the Configurator tab. The System page displays by default.

2. Click the Camera tab to navigate to the Camera page. The list of cameras configured are
displayed.

3. Select the row corresponding to the camera you want to modify.
4. Change the settings such as camera name, IP address, and so on.

5. Click Save.

Deleting the Cameras

To delete a camera
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1. Click the Configurator tab. The System page displays by default.

2. Click the Camera tab to navigate to the Camera page.

3. Select the check box corresponding to the camera you want to delete.

4. Click Delete. A confirmation message appears at the bottom of the display area.

5. Click Yes. The selected camera is deleted.

Configuring the Advanced Discovery Settings

The Advanced Discovery Settings enable you to set the video format (NTSC/PAL), username
and password of a camera as it is being added to the NVR from the Discovery window. The
Username and Password set for the camera in MAXPRO NVR must match the username and
password on the camera (actual device) to stream video into MAXPRO NVR.

Note:  Advanced Discovery Settings are only applicable for PSIA, ONVIF compliant and
AXIS cameras.

To configure the Advanced Discovery Settings
1. Onthe Camera page>Advanced Discovery Settings pane, perform the following:

* Select “NTSC” or “PAL” from Set Video Format list.
* Type a Username for the camera.
e Type a Password for the camera.

Note:  You are prompted to type the username and password for a PSIA, ONVIF and
AXIS cameras.

* Click Apply to save the changes or click Reset to clear the information entered.

Note: The username and password entered is applicable for all NTSC or PAL cameras.
However, the username and password can be changed while configuring a
particular camera.
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Adding Third Party PSIA, ONVIF and AXIS
Cameras

The third party PSIA, ONVIF and AXIS cameras that are discovered in the MAXPRO NVR user
interface do not display the model name. However, the Camera Type field associated to the
ONVIF, PSIA, and AXIS cameras displays “ONVIF DEVICE”, “PSIA DEVICE” and “No Streamer
Type” in the Discovery window on the Camera page. You can also enable audio for these
cameras, provided the camera supports the audio feature.

Figure 4-21 Camera Type field displaying “ONVIF DEVICE” for a ONVIF camera

You must add the discovered camera(s) using the Add button to view the model name(s).
After adding the camera(s), you can view the model name(s) from the Camera Type
drop-down list in the left pane of the Camera page. AXIS and ONVIF cameras also support the
TCP and UDP based streaming modes. You can choose the required streaming mode during
the configuration depending upon what camera supports.

To add third party PSIA/ONVIF cameras in MAXPRO NVR through Discovery
1. After the discovery, the check boxes corresponding to all the cameras are selected by

default. To add the third party PSIA/ONVIF cameras, first clear the check boxes
corresponding to all other cameras other than PSIA and ONVIF cameras.

2. Select a third party PSIA/ONVIF camera that you want to add, and click n to open the
Advanced Discovery Settings pane.

3. Type the User Name and Password of the third party PSIA/ONVIF camera as shown in
the following figure.

4. Click Apply.

5. Click Add to add the camera.
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Note: After adding a third party PSIA/ONVIF camera, you can manually add a new third
party PSIA/ONVIF camera, using the New button located at the bottom of the
Camera page.
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Configuring the Schedules

A schedule defines the date and times when continuous recording and video analytics
(motion detection) functions are enabled for a camera.

Creating a Schedule

You can create schedules for the camera to record video at recurring intervals.
To create a schedule
1. Click the Configurator tab. The System page displays by default.

2. Click the Schedule tab to navigate to the Schedule page. By default MAXPRO NVR
supports the following 4 default schedules 24 x 7, Weekday, DayTime, and nghtTlme

Configure cans recerding schadules
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Figure 4-22 Schedule page

Note:  You cannot modify/delete any of the default schedules.

3. Click Add to create a new schedule.

4. Configure the schedule details as listed in the following table.

Type Setting

Schedule The schedule name appears by default. You can type a new
Name schedule name as applicable.

Schedule Type the schedule description.

Description

Advanced schedule settings
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5.

Type Setting

Select row Select the day of the week.

From Select the from date.

To Select the to date.

Select Click Select. The schedule details entered appear under Scheduler
Settings.

Clear Click Clear to clear the information entered.

Click Save or click Reset to undo the changes.

Note:

You can create a maximum of 50 schedules in MAXPRO NVR.

Deleting a Schedule

You can delete a schedule for the camera when you do not want to record video at recurring
intervals.

To delete a schedule

1.

2,

Click the Configurator tab. The System page displays by default.

Click the Schedule tab to navigate to the Schedule page.

Under Schedules, select the schedule you want to delete from the list. The schedule’s

details appear.

Click Delete, and then click Yes in response to the confirmation message.
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Configuring the Input and Output for an IP
Camera

Most IP cameras have a monitor input and a control output that can be configured. For
example the input of the camera could be connected to a motion detector and the output of
the camera to a door opener. Once configured, movement detected at the door would trigger
the door to be opened. For electrical characteristics of the input and output refer to the camera
documentation.

In MAXPRO NVR, the inputs and outputs of a camera are configured by default in the
database while adding a camera. MAXPRO NVR has a specialized interface that lists the
inputs and outputs associated to the configured cameras.

To configure input and output

1. Click the Configurator tab. The System page displays by default.

2. Click the 1/0 tab to open the 1/0 page.

T “CerTaLrater =270 PRt

Configure System Input and Output Points

gt}

iinbal Event 10 Hame. EnatieiDissle Camen saate Record Troger Send Alam Morioe

[ EMAELED TEMCDAMIENT 100 CLosED 4O MOHE Na

Figure 4-23 10 page

3. The Input(s) pane lists the inputs for the configured cameras. Select the appropriate
options in the fields as explained in the following table.

Field Description

Global Event ID Unique event ID

Name External input name.

Enable/Disable Enables or Disables the input.
Camera Displays the associated camera name.
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Field

Description

State (CLOSED/OPEN) The default option is CLOSED.

Defines the normal (non-alarm or non-active) state of
the input. For example a normally closed input would
have its input terminal normally connected to common
or ground. To activate the normally closed input, the
input needs to be opened (connection to ground or
common removed). For example: A magnetic door
switch raises alarm if the contacts are open when the
door opens.

Record (No/Yes)

The default option is No. If set to Yes recording will
starts when an input is activated.

Note Recording is based on the time you set under
System tab > Event recording settings. You
can specify the Pre-event time and Record For
time to record the video.

Trigger

(NONE/ControlOutput) selected, then the selected output is activated when the

The default option is NONE. If a control output is
corresponding input activates.

Note A cameras input can only activate the same
cameras output.

(NO/YES)

Send Alarm Monitor

The default option is No. If set to YES, video will pop up
in the viewer when an input is activated. Ensure that
"Display Video on Alarm" check box is selected in the
MAXPRO NVR Logon dialog box.

The Output(s) pane lists the outputs for the configured cameras. Select the appropriate

options in the fields as explained in the following table.

Field

Description

Output Number

Control output number.

Name Control output name.

State The default option is OPEN.

(CLOSED/OPEN) Defines the normal (non-alarm or non-active) state of the output
relay contacts.

Camera Displays the associated camera name.

ON/OFF Manual control of the output. Click ON to close the relay

contacts. Click OFF to open the relay contacts.

5. Inthe Output(s) pane, select an output and then click On to turn on the relay manually or
Click Off to turn off the relay manually.

6. Click Save or click Reset to undo the changes.
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Configuring the Sequences

A sequence is a set of live video streamed one after the other from cameras for a specified
time interval. You can select the cameras or presets to be included in a sequence and also
specify the time interval for which the video from each camera or preset must be displayed.

Note: Presets must be defined for the cameras before including them in the sequence.

Creating a Sequence

You can create a sequence to display video that is captured from different cameras connected
to MAXPRO NVR.

Note:  You can add a maximum of 50 sequences in MAXPRO NVR.

To create a sequence
1. Click the Configurator tab. The System page displays by default.

2. Click the Sequence tab to navigate to the Sequence page.

T ~Cenhar e =

Configure scan sequence.

Deate.

Sequence |
Secuerce Hyme  Seuence 1 Dwel T [

Carnmey Narw Prt

Figure 4-24 Sequence page
3. Click Add.
4. Under Details

* The Sequence Name appears by default. You can type a new Sequence Name as
applicable.
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Note: The Sequence Name is limited to a maximum of 18 alphanumeric characters.

*  The Dwell Time (Sec) appears by default. You can type a new Dwell Time (Sec) for
the camera to display video before advancing to the next camera.

5. Under Sequence camera Association

*  Select the check box corresponding to the camera that must be included in the
sequence under the Available List, and then click >. The selected camera appears
under the Associated List.

* Click >> to move all the cameras to the Associated List.

*  Select the check boxes corresponding to the camera that you do not want to include
in the sequence under the Associated List and then click <. The selected camera
appears under the Available List.

¢ C(Click << to move all the cameras to the Available List.

* Toinclude presets in the sequence, select the preset number from the drop-down list
under the Preset column next to a camera. The video from each camera in the list is
displayed sequentially.

Note:  The drop-down list is not visible in the Preset column for a fixed camera.

6. Click Save.

Rearranging the Cameras In the Sequence

You can rearrange the cameras and presets in the sequence. When you rearrange them, the
sequence of live video streaming from each of the cameras is altered based on the
rearrangement.

To rearrange the cameras

1. Select the check box corresponding to the camera you want to rearrange inside the
sequence.

2. Click Up to move the camera one row up, or click Down to move the camera one row
down.

3. Click Save.

Removing Presets from a Sequence

You can remove a preset when you do not want it to be associated with a sequence.
To remove presets from a camera
1. Inthe Preset column, do not select any preset from the drop-down list.

2. Click Save.
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Updating a Sequence

Updating a sequence allows you to change the sequence of video display from cameras.
To update a sequence

1. Click the Configurator tab. The System page displays by default.

2. Click the Sequence tab to navigate to the Sequence page.

3. Select the check box corresponding to the sequence you want to update.

4. You can change the sequence name, dwell time and sequence of the cameras.

5. Click Save.

Deleting a Sequence

To delete a sequence

1. Click the Configurator tab. The System page displays by default.

2. Click the Sequence tab to navigate to the Sequence page.

3. Select the check box corresponding to the sequence you want to delete.

4. Click Delete. A confirmation message appears on the top of the display area.

5. Click Yes.
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Performing User Administration

A user in MAXPRO NVR is responsible for performing various operations like viewing video,
reporting alarms, and other video surveillance tasks. You can create two types of users in
MAXPRO NVR: System Local User and Windows User.

System Local User

A System local user can access only MAXPRO NVR Client. This user may not have access to
a client workstation.

Windows User

A Windows user can access a client workstation and also MAXPRO NVR Client.

Users and Roles

Roles are provided to a user. These roles comprise a set of privileges. When a user is
associated to a role, the privileges that are available for the role are also assigned to the user.

The various roles available in MAXPRO NVR are as follows:
*  NVR Administrator
*  Operator
e Supervisor
* Internet Operator
* Live View Operator

The following table lists the various user roles and the privileges applicable to the role.

Viewer Configurator | Search Report
NVR Administrator X X X X
Operator X - - -
Supervisor X - X X
Internet Operator X - - -
Live View Operator X - - -
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Note:

* “X”indicates that the user’s role has access to the privilege.

“-” indicates that the user’s role does not have access to the privilege.

* The Internet Operator role is optimized for remote monitoring at lower
bandwidths (minimum bandwidth requirements still apply to be able to
stream required video data)

* The Live View Operator role can only access live video, and does not have
access to playback operations.

When you install MAXPRO NVR for the first time, a default user named “admin” is created. The
admin user is assigned the role “NVRAdministrator”. Only the user having “NVRAdministrator”
privilege can add new users, assign roles to the added users, add or modify the privileges to
the users, and perform various configurations in MAXPRO NVR.

Adding a User

You can add a user by providing a unique user name and a password. Only the “NVR
Administrator role” user can add a new user in MAXPRO NVR. You can add up to 1024 users
in MAXPRO NVR. After you add a new user, you can assign a role to it.

To add a user

1. Click the Configurator tab. The System page displays by default.

2. Click the User tab to navigate to the User page.
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Figure 4-25 User page
3. Click Add. A new row is created with a default set of values for the user.

4. Under the User Name column, the default user name is displayed. You can type a new
user name as applicable.

5. Under the User Description column, type a description for the user.
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6.

7.

Under the Role column, select the role you want to assign to the user from the drop-
down list.

Under the Password column, type the user's password.

Note:

Minimum length of the password is 6 characters. While adding a User, if the
password of other users added before 3.1 release is less than 6 characters then
an error message is displayed and all passwords need to be updated to meet the
minimum requirement.

10.

11.

12,

Under the IsWindowsUser column, select the check box if the user is a Window's user.

Under the Email Address column, type the user's email address.

Click the Camera Association tab to associate cameras to the user.

To associate one camera at a time, under the Available List, select a camera and
then click >. The selected camera appears under the Associated List.

Click >> to associate all cameras to the Associated List.

To remove an associated camera, under the Associated List, select a camera and
then click <. The selected camera appears under the Available List.

Click << to disassociate all the cameras to the Available List.

Click the Recorder Event Association tab to associate recorder events to the user.

To associate one particular event, under the Available List, select the check box
corresponding to the event and then click >. The select recorder event appears
under the Associated List.

Click >> to associate all events to the Associated List.

To remove an event, under the Associated List, select a check box corresponding
to the event and then click <. The selected event appears under the Available List.

Click << to disassociate all the events to the Available List.

Click the Input Event Association tab to associate input events to the user.

To associate one particular input event, under the Available List, select the check
box corresponding to the input event and then click >. The selected input event
appears under the Associated List.

Click >> to associate all the input events to the Associated List.

To remove an input event, under the Associated List, select a check box
corresponding to the input event and then click <. The selected input event appears
under the Available List.

Click << to disassociate all the input events to the Available List.

MAXPRO NVR 3.1 Operator’s Guide

109



CONFIGURING MAXPRO NVR
Performing User Administration

13. Click the Camera Event Association tab to associate camera events to the user.

* To associate one particular event, under the Available List, select the check box
corresponding to the event and then click >. The select camera event appears under
the Associated List.

¢ Click >> to associate all the camera events to the Associated List.

* Toremove an event, under Associated List, select a check box corresponding to the
event and then click <. The selected camera event appears under the Available List.

* Click << to disassociate all the camera events to the Available List.

14. Click Save to save the information.

Note: You can add a maximum of 1024 users in MAXPRO NVR.

Updating a User

You can modify the settings of a user to change the user ID, password, role, description,
IsWindowsUser flag, and email address. You can update user settings only if you have admin
rights.

Note:  Minimum length of the password is 6 characters. While adding a User, if the
password of other users added before 3.1 release is less than 6 characters then
an error message is displayed and all passwords need to be updated to meet the
minimum requirement.

To update a user

1. Click the Configurator tab. The System page displays by default.

2. Click the User tab to navigate to the User page.

3. Select the check box corresponding to the user you want to modify.
4. Change the settings such as user name, user description, and so on.

5. Click Save.

Deleting a User

You can remove a user from MAXPRO NVR. When you delete a user, all the associations made
to the user are also removed.

To delete a user
1. Click the Configurator tab. The System page displays by default.
2. Click the User tab to navigate to the User page.

3. Select the check box corresponding to the user you want to delete.
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4. Click Delete. A confirmation message appears at the bottom of the display area.

5. Click Yes.
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Salvo Layouts and Panels

The salvo layout is an arrangement of panels that displays video. You can view the salvo
layout when you select the Viewer tab. At a time, you can select one of the salvo layouts from
the toolbar on the top of the screen (for example, if you want to view video from two cameras,
select a salvo layout with two or more panels). Following are the features of the salvo layout:

Easy Video Source selection

You can drag and drop a video source such as a camera or scan sequence from the Site
window on the Salvo layout. The video is displayed in the panel of the salvo layout. You can
also double-click the video source name to select it.

Multiple video source selection

You can drag and drop multiple video sources from the Site window on the salvo layout. The
salvo layout starts displaying video from the devices in different panels.

Note: Ensure that enough panels are available before you drag and drop multiple video
sources on the salvo layout. This is necessary to avoid automatic closing of the
present video display. For example, if a salvo layout consists of only one panel
displaying video, select another salvo layout containing more panels before
dragging and dropping multiple video sources.

Multiple panel selection

You can select multiple panels on the salvo layout. This enables you to perform actions on
multiple video displays simultaneously. For example, you can select multiple video display
and start recording video, apply color correction, and perform other similar actions. See Video
Control Options in the Panel Toolbars.

Context menu commands

When you right-click on a panel, a context-menu appears. The commands in the context-
menu vary based on the type of video display such as live or recorded. See Viewing Live
Video and Playing Recorded Video using the Timeline.

Enlarged display

You can double-click a panel to maximize its size and view an enlarged display of the video.
Double-click the panel again to restore the panel to its original size.

Surrounding Cameras

The Surrounding Cameras feature allows you to associate a group of cameras to each
camera. This feature is particularly useful when you want to view video from a group of
cameras at the same time; for example, when you want to view video from cameras located in
the same area. See Surrounding Cameras.

Salvo Views

Salvo views enable you to save a salvo layout. The cameras and scan sequences displaying
video in a salvo layout is saved in a salvo view. When you want to view video from the same
cameras and scan sequences again, you can select the corresponding salvo view. See Salvo
View.
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Swapping of video display between panels

The video display in a panel can be dragged and dropped on another panel. This feature lets
you swap the video display between panels.

Panel Toolbars

Hovering the mouse over a panel displays a toolbar. The toolbar that appears on top of a
panel enables you to view the name of the video source and close the video display. The
toolbar that appears on the bottom of a panel consists of icons that enable you to zoom in and
zoom out of the video display, flip the video display, view the mirror image of the video display,
cancel the digital PTZ effects on the video display, and perform color correction on the video
display. You can also move the camera to a preset position, save a preset position, and start
recording video. See Video Control Options in the Panel Toolbars.
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Salvo View

A salvo layout that is customized based on your preference is a salvo view. You can select the
cameras and scan sequences from which you want to frequently view video and save the
salvo layout as a salvo view. The salvo view is saved and appears as an option in the Views
window. When you want to view the video from the preferred cameras and scan sequences,
you can select the salvo view. The video from the cameras and scan sequences are displayed
in the salvo layout.

Creating a salvo view

To create a salvo view
1. Click the Viewer tab.

Note: Before you create a salvo view, select the salvo layout you want and the preferred
cameras and scan sequences. The selected salvo layout, cameras, and scan
sequences are saved in the salvo view.

2. Right-click on the toolbar, and then click Create Salvo view or click [ on the toolbar on
the top of the salvo layout. A drop-down box appears.

Salvo Bar

A salvo bar appears on top of a salvo view. The salvo bar indicates the name of the salvo view.
You can save a salvo view after you realign the cameras using the Save option on the Salvo
Bar. You can also use the Save As option to save an existing salvo view with a different name.
The context menu options on the salvo bar include Create Salvo View, and FullScreen.
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Surrounding Cameras

You can associate a camera to a group of cameras using the “Surrounding Cameras” feature.
This feature enables you to view video from a group of related cameras at the same time; for
example, when you want to view video from cameras located in the same area.

To define the surrounding cameras for a camera

1.

Click the Viewer tab.

. :
Click ¥21 on the toolbar on the top of the salvo layout. The surrounding cameras salvo
layout appears.
Select the camera for which you want to associate a group of cameras from the Devices
window. You need to drag and drop the camera in the central panel of the salvo layout.
The panel starts displaying video from the camera.
From the Site window, select the cameras you want to associate with the camera

selected in the previous step. The panel starts displaying video from the cameras.

Click m to save the surrounding cameras salvo layout.

Switching to the Surrounding Camera View for a
Camera

Click on the toolbar. The surrounding cameras salvo layout appears. Select the
camera from the Site window. The surrounding cameras salvo layout starts displaying
video from the camera and the associated cameras.

Or
Hover the mouse over the panel displaying video from the camera. A panel toolbar

appears. Click in the panel toolbar. The surrounding cameras salvo layout starts
displaying video from the camera and the associated cameras.
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Live Video

You can view live video and play any selected sequence using the options available in
MAXPRO NVR.

Viewing Live Video

The panels in the salvo layout display video. You can select the video source such as cameras
or sequences from the Devices/Site window.

To view live video

1. Click the Viewer tab.

2. Double-click the video source in the Devices/Site window. You can also drag and drop

the video source on a panel in the salvo layout.

WiEwer PEpcet

Daviews | D sequences

Figure 5-1 A panel displaying live video

You can select multiple video sources and view live video in different panels of the salvo
layout. When you hover the mouse over a video display, toolbars appear over the panel. The
toolbars enable you to perform actions such as flipping the video display, applying color
correction, and so on. See Video Control Options in the Panel Toolbars.
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Video Viewing Options from Immervision
Enabled Cameras

You can drag and drop Immervision enabled cameras, and view live video. These cameras
enable different modes for viewing live video, which is described in the following sections.

Perimeter Mode

The Perimeter mode displays live video in perimeter (divided into two parts) form.

= DO -T OIS Sl W O

Figure 5-2 Perimeter Mode

Quad Mode

In Quad mode, you can see four different fisheye views on a single salvo panel. In each of the
views, you can Zoom in, Zoom out, Pan up, pan down, Tilt up, and Tilt down the video.
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Figure 5-3 Quad Mode

PTZ Mode

In PTZ mode, you can see a single view, which enables you to Zoom in, Zoom out, Pan up,
Pan down, Tilt right, and Tilt left the video.
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Figure 5-4 PTZ Mode
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Panomorph Settings in the Viewer

At any point of time, while viewing video in a particular mode, you can switch to a different

mode using the Panomorph settings available in the Viewer.
To view video in different modes

* Right-click the panel displaying live vide, point to Panomorph Settings, and then select

one of the modes (PTZ Mode/Quad Mode/Perimeter Mode) as applicable.
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Figure 5-5 Panomorph Settings in the Viewer
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Video Viewing Options from Oncam
Grandeye Cameras

You can drag and drop Oncam Grandeye cameras, and view live video. The live video for
some of the Halocam and Evolution cameras is shown in the following illustrations.

B s e
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Figure 5-6 Halocam- VCam Mode

Note:  Right-click the pane displaying live video (for a Halocam or Evolution camera),
point to Oncam GE-Dewarping settings, and then select any mode to view live
video.
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Figure 5-7 Halocam-Panorama Mode
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Figure 5-9 Evolution-Panorama Mode
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Context Menu Options

When you right-click on a panel displaying live video, a context menu appears. The following

table lists the commands in the context menu.

Command

Click to...

Full Screen

maximize the salvo layout to full screen.

Alternatively, you can click [ in the toolbar
on the top of the salvo layout.

Remove Text Overlay

remove text overlay displayed on the video.
Alternatively, you can click [g] in the toolbar
on the top of the salvo layout.

Digital PTZ

enable digital PTZ. See Panning, Tilting, and
Zooming for information on digital PTZ.

Add Bookmark

add a bookmark in the timeline. You can also
add a bookmark by pressing the CTRL + B
keys. See Video Recording and Viewing.

Mark In

add a mark in point in the timeline. You can
also add a mark in point by pressing the
CTRL + | keys. See Video Recording and
Viewing.

Mark Out

add a mark out point in the timeline. You can
also add a mark out point by pressing the
CTRL + O keys. See Video Recording and
Viewing.

Save Image

save the frame displayed in the panel as an
image in the BMP format. Alternatively, you
can click in the toolbar on the top of the
salvo layout to save the image in BMP format.

Save Image As

save the frame displayed in the panel in
different image formats such as JPG, PNG,
and GIF. See Saving Images.

Preview

view the preview of the video at any given
time. You can view a list of previewed videos
with the corresponding date and time stamp.
Select a previewed video, and click = to
export the previewed clip.

Show Surrounding Cameras

to view video from the associated cameras.
See Surrounding Cameras.

Calendar

to open the Calendar search view, which
enables searching for the recorded video.

See Calendar Search.
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Playing a Sequence

A sequence is a set of live video streamed one after the other from cameras for a specified
time interval.

To play a sequence
1. Click the Viewer tab.

2. Click the Sequences window.

3. Double-click the sequence you want to play or select the sequence, and then click Play
Sequence. You can drag and drop the sequence on a panel in the salvo layout.

Caution: For MAXPRO NVR XE and MAXPRO NVR Hybrid XE, it is recommended
that you run only 1 sequence at a time on a client (remote or local).
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Video Recording and Viewing

Video Recording

In the Configurator tab, you can configure the settings to record video for the cameras
connected to MAXPRO NVR. Three types of record settings are available for the cameras
connected to MAXPRO NVR. They are user activated, scheduled/ background recording, and
motion detected recording.

About the Recording Settings for MAXPRO NVR

User Activated

You can configure the user activated settings for recording moments of interest while viewing
live video from the camera. After configuring the user activated settings, the operator can start
recording of video when needed. The video is recorded for the time period specified in the
settings for user activated recording.

See Video Control Options in the Panel Toolbars for information on how to start the user
activated recording of video from a camera.

Motion Detected Recording
After configuring the motion detection settings, the camera starts recording video when
motion is detected.

Scheduled Recording

After configuring the scheduled recording settings, the camera starts recording video on the
specified date and time.

Viewing Recorded Video

You can use the following to play recorded video:

Timeline

You can easily retrieve and view recorded video using the timeline and the date and time
controls in the Timeline window. When you select a camera from the Devices window to view
video, a timeline appears in the Timeline window. The name of the corresponding camera
appears on the left of each timeline. You can add comments and mark points of interest in the
timeline using the bookmark feature. The bookmarks are helpful for future review of recorded
video.

You can also add mark in and mark out points in a timeline. Recorded video between a mark
in and mark out point can be played repeatedly. This feature is referred to as loop playback of
video.

You can view the frames from the recorded video as thumbnails in the timeline. You can also
create clips from recorded video.

Player Controls

You can play recorded video at speeds ranging from 1/64X to 256X. You can also forward and
reverse play the video. The frames from the recorded video can also be viewed one at a time
in the panel.

Using the time jump feature, you can skip time intervals while viewing recorded video. This
feature is helpful when viewing recorded video that spans across a long time interval.

See Playing Recorded Video using the Timeline for more information on timeline and player
controls.
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Timeline

Playing Recorded Video using the Timeline

Timeline enables you to play recorded video from a particular date and time. A timescale is
displayed in the lower part of the Timeline window. You can refer to the divisions in the
timescale to locate a video recording in the timeline. Using the date and time calendar box in
the timeline window, you can select a date and time from which you want to play recorded
video.

You can add comments and mark points of interest in the timeline using the bookmark feature
(See Marking Points of Interest in the Timeline using Bookmarks). This enables you to locate
moments of interest when reviewing recorded video. You can also add mark in and mark out
points in a timeline (See Playing Recorded Video Using Mark In and Mark Out Points in the
Timeline) to play a selected part of video repeatedly. Clips of the video recorded in MAXPRO
NVR can be created from marked points in the timeline.

To play recorded video using the timeline
1. Click the Viewer tab.

2. Select the camera. To select the camera, double-click the video source in the Site
window. You can also drag and drop the camera on a panel in the salvo layout. The video
is displayed in the panel. Alternatively, you can click on a panel displaying video to select
the corresponding camera from which you want to view video. A timeline appears in the
Timeline window with the name of the camera on the left in full timeline mode.

3. Play the recorded video from a date and time in one of the following ways.
*  Click on the timeline from where you want to view video. You can refer to the divisions on

the timescale that is displayed in the lower part of the timeline window to locate the date
and time.

Note: You can set any timescale between seconds and days using the = i +
slider. Move the slider left or right as required. This helps you to locate the video
recording in the timeline. Click %% to view the divisions on the left of the
timescale. Click #* to view the divisions on the right of the timescale.

Or

T |j:.E:-F.E!|':;-'

e Select the date and time in the date and time calendar box

and then click . The video recording is played from the selected date and time.

In the timeline, the time duration for which recording is available is indicated in green color.
The time duration for which recording is not available is indicated in white color. This helps
you to locate the video recording in the timeline.

Note:  The timeline shows the green color and gray color only for the cameras
connected to MAXPRO NVR. You can click the timeline to play the recorded
video. The following table lists the colors that appear in the timeline.
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Color Indicates...

recording is available for the corresponding date and time.

recording is not available for the corresponding date and time.

Viewing Thumbnails

To view the thumbnail frames

Expand the camera name in the left of the timeline. The thumbnail frames appear.

Player Controls

You can do the following actions using the player controls:
* Play the video

Click the icon to play video. The icon changes to the @ You can click this
icon to pause the playing of video.
* View frames in the recorded video

Click the @ icon to view the forward frames or click the .| icon to view the
reverse frames.

Note:  You can view the frames only when video is paused.

Adjust the volume for audio enabled cameras
Click the @ to un mute the audio

—
Hover the mouse over the [RELFES L-—-—J
the slider to adjust the volume.
* Play video that is paused

while video is playing and move

Click the @ icon or the icon to forward play video. To reverse play

the video, click the n icon.

* Change the playing speed
Hover the mouse over the

while video is playing and move
the slider to change the playing speed.

Note: To move the slider you can use the mouse scroll wheel. Scrolling up increases

the speed and scrolling down decreases the speed.

The speed appears in the icon when you move the slider. For example, 1x in the icon
indicates the playing speed.

Skip time intervals using the time jump control
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Skipping enables you to easily locate the portion you want to view in a video
recording. This is particularly useful when the video recording spans across a long
time interval.

Click the drop-down arrow on the while video is

playing and select a time interval. Click E the to jump backward or click E to
jump forward. The video jumps to the selected time interval.

Sync video

Sync video allows you to synchronize the display of video from multiple cameras. In
the salvo layout, select the cameras, then select the Sync check box on the timeline
window or click on the tool bar above salvo layout to enable sync playback
mode. Any actions performed like jump and forward is synched in the entire salvo

layout. When a new camera is dragged and dropped, the video from that camera is
also synched.

Note

* The Sync video feature only consumes one playback session out of 32
playback sessions available in MAXPRO NVR.

* Using this feature, you can playback the selected camera’s sync time with a
camera in playback mode using a single playback session.

* Reverse playback mode is not supported. Use Jump to traverse reverse.
*  The maximum number of playback streams supported is 9 in sync mode.

Context Menu Options

A context menu appears when you right-click on a panel displaying live video. The following
table lists the commands in the context menu:

Command Click to...

Full Screen maximize the salvo layout to full screen.

Alternatively, you can click |ggl in the
toolbar on the top of the salvo layout.

Remove Text Overlay to remove text overlay displayed on the

video.

Alternatively, you can click in the toolbar on
the top of the salvo layout.

Digital PTZ enable digital PTZ. See Panning Tilting and

Zooming for information on digital PTZ. See
Panning, Tilting, and Zooming.

Add

Bookmark add a bookmark in the timeline. You can also
add a bookmark by pressing the CTRL + B
keys.
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Command Click to...

Mark In add a mark in point in the timeline. You can
also add a mark in point by pressing the
CTRL + I keys.

See Video Recording and Viewing.

Mark Out add a mark out point in the timeline. You can
also add a mark out point by pressing the
CTRL + O keys.

See Video Recording and Viewing.

Save Image save the frame displayed in the panel as an
image in the BMP format.

Alternatively, you can click = in the
toolbar on the top of the salvo layout to save
the image in BMP format. See Saving
Images.

Save Image As save the frame displayed in the panel in
different image formats such as JPG, PNG,
and GIF.

See Saving Images.

Show Surrounding Cameras to view video from the associated cameras.
See Surrounding Cameras.

Playing Recorded Video Using Mark In and Mark
Out Points in the Timeline

Mark in and Mark out feature is useful when you want to play a portion of video repeatedly.
You can add a mark in point to mark the start date and time in the timeline. To mark the end
date and time, add a mark out point in the timeline. The portion of the timeline between a mark
in and mark out point is referred to as a loop.

You can add bookmarks between a loop to identify moments of interest in the video. See
Marking Points of Interest in the Timeline using Bookmarks. The video in a loop can also be
saved as a clip. See Creating Clips.

Creating a Loop by adding a Mark In and Mark Out Point in the
Timeline
To create a loop

1. Click to select the timeline in the Timeline window in which you want to add mark in and
mark out points.
Or
Click a panel displaying video to select the corresponding timeline.

2. To set the start date and time of the loop, add a mark in.

To add a mark in

Click the point in the timeline where you want to add a mark in and click [{.
Alternatively, you can right-click the point in the timeline where you want to add a mark
in and click Add Mark In in the context menu. The mark in can also be added from a
panel displaying video. Right-click the panel and click Add Mark In in the context
menu. The mark in is added at the corresponding date and time in the timeline.
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3. To set the end date and time of the loop, add a mark out.

To add a mark out

To add a mark out, click the point in the timeline where you want to add a mark out
and click . Alternatively, you can right-click the point in the timeline where you want
to add a mark out and click Add Mark Out in the context menu. The mark out can
also be added from a panel displaying video. Right-click the panel and click Add
Mark Out in the context menu. The mark out is added at the corresponding date and
time in the timeline.

Note: You can add multiple mark in and mark out points in the same timeline. However,
you cannot add two mark in points in succession. A mark out point needs to be
added after each mark in point.

Playing Video from the Loop
To play video from the loop
1. To select the loop, click anywhere between the mark in and mark out points.

Note: A tool tip appears when you hover the mouse over a loop. The tool tip indicates
the start time and end time of the loop.

2. Click to play the loop. You can also right-click on a loop to display a context menu
and click Play Loop.

To Stop Playing Video

To stop playing video

1. Inthe Timeline window, click to select the loop.
Or

Click the panel displaying video pertaining to the loop. The corresponding timeline is
selected.

2. Click the icon. Alternatively, you can right-click the loop to display a context menu
and click Stop Loop.

Marking Points of Interest in the Timeline using
Bookmarks

You can add bookmarks in a timeline to mark points of interest in a video recording. For
example, if you notice an event in the video and you want to review the portion later, you can
add a bookmark. You can also add comments to the bookmarks and browse from one
bookmark to the other in the timeline. In addition, you can cut and copy a bookmark and
paste it at a different point in the timeline. The bookmark comments appear as tool tips in the
timeline at marked points and are helpful while reviewing recorded video.
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Adding a Bookmark

You can add a bookmark in one of the following ways:

Click the point in the timeline where you want to add a bookmark and click i

Right-click the point in the timeline where you want to add a bookmark and click Add
Bookmark in the context menu.

Right-click on the panel displaying video and click Add Bookmark in the context menu.
You can also select a panel and press the CTRL + B keys to add a bookmark. The
bookmark is added at the corresponding point in the timeline.

Adding Comments to a Bookmark
To add comments to a bookmark

1. Right-click the bookmark in the timeline and click Add Comments in the context menu. A
dialog box appears.
2. Type your comments and click OK. The comments are saved and appear as ToolTip
when you hover the mouse over the bookmark.
Note:

To edit the comments, right-click the bookmark and click Edit Comments in the
context menu. Modify the comments in the dialog box and click OK.

Browsing from One Bookmark to the Other

Using this feature, you can skip those portions in the timeline that are not bookmarked. This
enables you to selectively view video only from bookmarked portions in the timeline.

To browse from one bookmark to the other
1.

2.

Select a timeline by clicking it in the Timeline window. You can also click on a panel
displaying video to select the corresponding timeline.

Click the [ icon to view video from the next bookmarked point or click the ] icon to
view video from the previous bookmarked point.

Or

Right-click a bookmark in the timeline to display a context menu. Click Next
Bookmark to view video from the next bookmarked point or click Previous
Bookmark to view video from the previous bookmarked point in the timeline.

Cut, Copy, and Paste Bookmarks
To cut, copy and paste bookmarks

Right-click a bookmark in the timeline to display the context menu. Click the Cut or Copy
command in the context menu as needed.

Right-click the point in the timeline where you want to paste the bookmark and click
Paste in the context menu.

Deleting a Bookmark
You can delete a bookmark in any of the following ways.

Right-click the bookmark you want to delete. A context menu appears. Click Remove

Bookmark in the context menu.
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+  Click to select the bookmark you want to delete and then click the B icon or press the
DELETE key.
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Video Control Options in the Panel Toolbars

The panel toolbars appear when you hover the mouse over the video displayed in a panel.
The toolbar that appears on top of a panel enables you to view the name of the video source
and close the video display. The toolbar that appears on the bottom and on the right of a panel
consists of icons that enable you to perform the following actions:

lcon Click to...

zoom in to the video.

@

zoom out of the video.
2o

flip the video display. Alternatively, you can
. click this icon in the toolbar on the top of the
= salvo layout.

view the mirror image of the video display.
Alternatively, you can click this icon in the
Ak toolbar on top of the salvo layout.

reset the digital PTZ effects on the video
display.

display the color correction window. Move
the sliders to set the brightness, contrast,
hue, and saturation. You can select the Blur
check box to blur the video display and the
Sharpness check box to increase the image
sharpness or clarity.

Alternatively, you can click this icon in the
toolbar.

Note: Select the Apply color changes check
box to save the settings. Clicking the Reset
button sets the color correction settings to
default values.

displays a drop-down list of presets. You can
select a preset for the camera.

[ Select ] T | Note: The drop-down list is disabled when

digital PTZ is enabled. You need to disable
the digital PTZ feature to select a preset. See
Panning, Tilting, and Zooming for information
on enabling and disabling the digital PTZ
feature.
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Ilcon

Click to...

move a preset camera position.

To move a preset, select a preset number
from the drop-down list and then click the
icon. The camera position (pan, tilt, and
zoom) is moved to the selected preset.

Note: The icon is disabled when digital PTZ
is enabled. You need to disable the digital
PTZ feature to move a preset. See Panning,
Tilting, and Zooming for information on
enabling and disabling the digital PTZ
feature.

store a preset camera position.

To store a preset, select a preset number
from the drop-down list and then click the
icon. The camera position (pan, tilt, and
zoom) is saved in the selected preset.

Note: The icon is disabled when digital PTZ
is enabled. You need to disable the digital
PTZ feature to store a preset. See Panning,
Tilting, and Zooming for information on
enabling and disabling the digital PTZ
feature.

view video from associated cameras. See

Y Surrounding Cameras.
+ %
pan left
-
pan right
-
tilt up
i,
tilt down
¥
iris open
£
auto iris
a
iris close
&
focus near
e
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Icon Click to...
auto focus
'!h
focus far
.!,_

Panning, Tilting, and Zooming

You can pan, tilt, and zoom (PTZ) the video displayed in a panel. Using the digital PTZ feature
in MAXPRO NVR, you can perform panning and tilting on live and recorded video and clips.
The digital PTZ feature when enabled allows you to perform panning and tilting on the video
display that is zoomed or enlarged.

Zooming the Video Display

Use the mouse scroll wheel to enlarge (zoom in) or reduce (zoom out) the video display in the
panel. Alternatively, hover the mouse over the video display. A toolbar appears in the lower
part of the panel. You can click to zoom in and to zoom out the video display.

Panning and Tilting
To perform digital PTZ
1. Right-click on the video display in a panel. A context menu appears.

2. Select Digital PTZ. The digital PTZ feature is enabled for the video display in the panel.
3. Zoom the video display.

4. Center-click anywhere on the video panel. A point along with left, right, up, and down
arrows appear.

5. Move the mouse in the required direction to pan and tilt.

6. Center-click again to stop panning and tilting.

PTZ Panel Bar

The PTZ panel bar provides you with the additional options to view the live video. It can be
accessible by hovering the mouse on live video as shown in the below screen.
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Figure 5-10 PTZ Panel Bar

MAXPRO NVR 3.1 Operator’s Guide 137



MONITORING A SITE
Calendar Search

Calendar Search

The Calendar Search feature helps you to search for recorded video from a particular camera.
You can filter the search based on the month, day, hour, and minute. By default when you first
select this feature, the recorded videos for the current month appear.

To use the Calendar Search feature
1. Click the Calendar icon on the toolbar as shown in the following figure.

Figure 5-11  Clicking the Calendar icon

Or
Right-click the camera on the salvo panel and click Calendar as shown in the following figure.
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Figure 5-12  Right-clicking the camera in the salvo panel

Or
Right the camera in the device tree and click Calendar as shown in the following figure.
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Calendar Search
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Figure 5-13 Right-clicking the camera in the device tree

The Calendar Search view displays as shown in the following figure.
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Description

=

12:00 AM

Indicates that there are no recordings available for the particular
day/hour/minute.

Indicates that the recordings are available for the particular
day/hour/minute.

=

12:00 AM

indicates that there is recording for that particular time frame, and
not exactly at that particular time stamp.
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Note

,? Preferences

By default, the monthly view of all the recordings for the current month
appear. You can see a maximum of 31 recordings, each representing a day
of the month.

You can change the Month view recording time in the Preferences dialog
box as shown in the following figure.

(05D Settings | Rendering Settings | Diagnostic Settings | AdvancedSettings
Timeline Jump Cortrol Corfiguration
Interval 1 5 Interval 4 1 hr "
Interval 2 1 Interval 5 13 b hd
Interval 3 15 Interval & 1 Day b4

Snapshot Duration Settings
Daywise () 1 Day. 1 Hour, 1 Minute, 1 Second
Hourwise @ 1day, 12hrs, 6 hrs, 3 hrs, 1 hr, 45 min, 30 min, 15 min, 5 min, 1 min.....

[

Calendar Search Month View Snapshot Time
2E: 0 em o

Note : This settings is applicable only to this WorkStation m

Sysem etuts —] ok ] —Cancal ] ooy

2. You can switch to the Day, Hour and Minute views by clicking the respective option in the
drop-down list as shown in the following figure.

B19-HDIMDIP-LE - October 2012

Figure 5-14 Switching to the day, hour, minute views by selecting from the drop-down list

Alternatively, move the slider to the right as shown in the following figure to switch to the Day,
Hour and Minute views.
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Figure 5-15 Switching to the day, hour, minute views by moving the slider

Note
* If you select Day, a maximum of 24 recordings appear, each representing an
hour.
* Ifyou select Hour, a maximum of six recordings appear, each representing a
10 minute recording of the selected hour.
* If you select Minute, a maximum of 10 recordings appear, each representing
a minute.

Navigation Tips
*  While viewing the month wise recordings, use the <= and =) buttons to navigate to

the next or previous month in sequence that you are viewing.

Note: Follow the similar procedure to view day/hour/minute wise recordings.

* Atany point of time, click the Live view icon as shown in the following illustration to go
back to the Live video view.
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Figure 5-16 Returning to Live Video View

Options Available on the Panel

The following table lists the options available when you right click a panel in the Calendar

Search view.
Option Description
Save Image Saves the frame displayed in the panel as an image in

the BMP format.

Save Image As

Saves the frame displayed in the panel as an image in
the other formats such as JPG, GIF, PNG and soon.

Show Video

Displays the video.
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Creating Clips

You can create clips for the recorded video.

*  Click the Clip Export icon on the toolbar as shown in the following figure.
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Figure 5-17 Creating Clips

Note:
video.

See the Creating Clips section for more information on creating clips for recorded
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Preview Search

The Preview Search feature helps you to search for recorded video from a particular camera.
Unlike Calendar search, you can only filter the search for a particular day. You also cannot
drag and drop a camera on the preview pane.

To use the preview search

1. Right-click a camera in the device tree, and then click Preview.

Figure 5-19 Preview Search- Right-clicking the Live Video pane

Or
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Select the desired video panel and click the Preview icon on the toolbar.

-

Figure 5-20 Preview Search - Clicking the Preview icon

A list of recordings for the particular day appear.

Figure 5-21 Preview Search - Results

Note: By default, medium sized snapshots(recordings) are displayed.

2. Toview small or large snapshots, select the appropriate option from the drop-down list as
shown in the following figure.
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Figure 5-22 Selecting the Large/Small options for the Snapshots

3. To change the snapshot duration, double-click it or move the slider as shown in the
following figure.

Figure 5-23 Changing the Snapshot duration

Navigation Tips

* Atany point of time, click the Live view icon as shown in the following figure to go back to
the Live video view.
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Figure 5-24 Returning to Live Video View

Options Available on the Panel

The following table lists the options available when you right click a panel in the Preview

Search view.
Option Description
Save Image Saves the frame displayed in the panel as an image in
the BMP format.
Save Image As Saves the frame displayed in the panel as an image in
the other formats such as JPG, GIF, PNG and soon.
Show Video Displays the video.

Creating Clips
You can create clips for the recorded video.
*  Click the Clip Export icon on the toolbar as shown in the following figure.

Figure 5-25 Creating Clips
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Note: See the Creating Clips section for more information on creating clips for recorded
video.
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Images and Clips

Saving Images

While viewing video in the panel, you can save a frame of the video as an image. The image
can be saved in Bitmapped Graphics (BMP), Joint Photographic Experts Group (JPG) format,
Portable Graphics format (PNG), and Graphics Interchange Format (GIF).

To save a frame displayed in a panel as an image

1. Click the Viewer tab.

2. Right-click the panel to display a context menu.

3. Select Save Image to save the image in. BMP format. Alternatively, you can click on
the toolbar on top of the salvo layout. The images are saved in the ImagesAndClips
folder at the location in the hard drive in which MAXPRO NVR files are installed. For
example, X:\Program Files\Honeywell\TrinityFramework\ImagesAndClips. Here, X: is
the hard drive.

Or

Select Save Image As to save the image in other formats. The Save As dialog box
appears when you select the Save Image As command. You can select the format in the
Save As Type box and type the File Name. You can also select a folder to save the
image.

To save the salvo layout as an image

b
* Click . on the toolbar on top of the salvo layout.
The salvo layout is saved as an image (.BMP format) in the ImagesAndClips folder.

Note:  The images saved in the ImagesAndClips folder appear in the Image/Clip
window. See Viewing Images and Clips for information on how to view images.

Creating Clips

You can create clips from recorded video. These clips can be saved with digital signatures.
Digital signatures ensure authenticity of clips. Digital signatures are primarily used to
authenticate videos that are produced in courts as evidence. A digital signature generates a
unique string for the clip using algorithms recommended by the W3C. The World Wide Web
Consortium (W3C) is an international consortium where member organizations, a full-time
staff, and the public work together to develop Web standards. If the video in the clip is
modified, a verification check for the unique string fails indicating that the content is tampered.
When a clip is saved with the digital signature, a package file with the.PKG extension is
created to save the clip.

To create a clip
1. Click the Viewer tab.

2. Specify the loop for which you want to create a clip.

3. Click [ in the Timeline window. A dialog box appears with the name of the cameras
from which video is displayed in the salvo layout.
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Or
Right-click a loop in the Timeline window and select Export Clip in the context menu. A
dialog box appears.

4. Select one of the following options in the dialog box:

Option Select to...

Include only marked area and save one or more loop in the timelines as
Auto split on recording gap clips.

Create clip for entire duration specify the time duration of video that you

want to save in the clip. After selecting this
option, the date and time (start and end) can
be specified in the From and To boxes.

5. Under Streams, select the cameras. Only the video from the selected cameras are saved
as clips.

Note: Exported clips only include the video streams from the selected cameras and any
recorded audio is not included. Clip export does not support audio currently.

6. Under Stream, select the required Format.

7. Type the Job Name or retain the default name assigned by MAXPRO NVR.

8. Select the Location (folder in which you want to save the clip). You can click [II to
select another folder location.

9. To archive the clip with the digital signature, select the Archive and Digital Signature
check box. A package is created with all the exported clips and stored in the specified
location.

10. Type the Comments for the job to be created.

11. Click OK to create the clip. The clip creation status is indicated in the status bar. The clip
is saved with an automatically generated name.

Note: The playback session is closed while creating a clip from the cameras connected
to the recorder with playback limitation. You have to restore playback session
manually after the clip creation is complete.

To cancel the clip creation

1. Click the clip creation status indicator in the status bar. The Clip Export Status dialog box
appears.

2. Right-click the job name that you want to cancel, and then select Cancel. To cancel all the
jobs, select Cancel All.

150 MAXPRO NVR 3.1 Operator’s Guide



MONITORING A SITE
Images and Clips .

Naming Convention for Clips
The following table explains the automatic naming convention for a clip using an example.
Example of a clip name: 080109125809 _CameraDoor_(1).WMV.

Clip Name Description

080109 The first two digits indicate the year, the next
two digits indicate the month, and the last
two digits indicate the date of clip creation.

125809 The first two digits indicate the hour, the next
two digit indicate the minutes, and the last
two digits indicate the seconds.

CameraDoor The name of the camera.
(1) The file extension for the clip.
WMV The file extension for the clip.

Viewing Images and Clips

From the Images/Clip window, you can view the images and clips saved in the
ImagesAndClips folder at the location in the hard drive in which MAXPRO NVR files are
installed.

To view the list of saved images and clips

1.

2.

Click the Viewer tab, and then click the Images/Clip tab.

In the Images/Clip window, expand the Images and Clips folder. Folders with names
indicating the date in which the images and clips are created appears. The first two digits
of the folder indicate the date, the next two digits indicate the month, and the last digits
indicate the year.

Expand the folder corresponding to the date on which the image or clip you want to view
is saved. Inside the folder, the clips are saved in the Clips sub-folder and images are
saved in the Images sub-folder.

You can refresh the list of images and clips in the Image/Clip window to update the list.
Refreshing the list displays the latest images and clip names. To refresh, right-click in the
Image/Clip window to display a context menu and click Refresh.

Images

To view the images

In the Images/Clip window, right-click the image to display a context menu and select Image
View. The salvo layout changes and the image is displayed on the screen.

[y
Note:  You can click on the toolbar to view the salvo layout again. To view the

image again from the salvo layout, click .
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Viewing Options for Images

Option Description

Image Size On the toolbar, you can select the image size in the box. The image
sizes available are Small, Medium, and Large.

Viewing Video Related to an Image
If video recording is available, you can view video from the date and time of saving the image.

* Inthe Image/Clip window, right-click the image to display a context menu and click Show
Video. The video is played from the starting date and time of saving the image.

Clips

To view the clips

* Inthe Images/Clip window, right-click the clip to display a context menu and select Show
Video. The video is displayed in the salvo layout.
Or

*  Double-click the clip.

Or
* Drag the clip on a panel in the salvo layout.

To view the clips folder

* Inthe Images/Clip window, right-click the Clips folder or any clip to display a context
menu and click Show In Folder to view the folder in which the clips are saved.

You can view the first frame of video in a clip as an image.

To view the first frame as an image

* Inthe Images/Clip window, right-click the clip to display a context menu and select
Image View. The salvo layout changes and the first frame from the clip is displayed on the
screen.

Deleting Images and Clips

In the Image/Clip window, you can delete the images and clips that you do not need.

To delete an image or clip
1. Click the Viewer tab.

2. Expand the folder in which the image or clips is saved in the Images/Clip window.

3. Right-click the image or clip which you want to delete. A context menu appears.

&

Click Delete.
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Alarms

Alarms notify the occurrence of events to the operators. You can configure alarms to be
triggered for the following events: adding a camera, recorder disk space nearing full, motion
detection, and so on. The events that trigger an alarm can be selected while configuring
MAXPRO NVR.

Each alarm goes through the following states.
New or Unacknowledged

When an alarm is triggered it appears in the Alarm window. The state of the alarm after it is
triggered is referred to as unacknowledged. You can view the list of all the unacknowledged
alarms in a table in the Alarm window. For each unacknowledged alarm, the following details

are listed.
Column Indicates...
Description name of the event that triggered the alarm. For example, camera

motion detected.

Event Details name of the event attribute. Only the key event attribute is displayed
in this column.

Device name of the device such as recorder, camera associated with the
event. For example, the name of the camera that detected motion.

10 Status displays the input and output status.

Date:Time date and time when the alarm is triggered.
Severity severity of the alarm.

Site site name where the device is located.

Global ID global unique identification number of the event.

The number of unacknowledged alarms is displayed in a blinking mode in the status bar in
red color (for example, Alarms (10) indicate that there are ten unacknowledged alarms).

Acknowledged

An acknowledged alarm indicates that the operator has taken the necessary action. After
acknowledging the alarm, it is moved to the acknowledged alarms list in the Alarm window.

Cleared

After the response action is taken, you can remove or clear the alarms from the acknowledged
list in the Alarm window.

Beep on alarm

The beep on alarm option can be selected if you want the beep sound to occur when there is
an active alarm. The option is selected by default. To deselect the option, right-click the alarms
indicator on the status bar, and then click to clear the Beep on Alarm check box.

Acknowledging Alarms

You can acknowledge an alarm to accept that the necessary response action is being taken.
To acknowledge an alarm

1. Click the Viewer tab, and then click Alarm tab.

2. Click to select the alarm you want to acknowledge in the Alarm window. The
unacknowledged alarms are listed in the first table in the Alarm window.
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Note: To select more than one unacknowledged alarm, press the CTRL key.

3. Click Acknowledge. The acknowledged alarm appears in the second table in the Alarm

window.

If you have selected multiple alarms, all the alarms are acknowledged and appear in the
second table in the Alarm window.

Context Menu Options

When you right-click on the list of unacknowledged alarms in the first table, a context menu
appears. The following table lists the commands in the context menu:

Command Click to....

Ack acknowledge the selected alarm.

Clear on Ack automatically clear the alarms when they are acknowledged.
Ack All acknowledge all the alarms.

Show Video view video from the time corresponding to the occurrence of the

event that triggered the alarm. The video is played in the currently
selected panel in the salvo layout.

Note: The video is played only when the video recording is
available.

Show Preview
Pane

view video related to the alarm in a four panel salvo layout. See
Setting Preferences for more information.

Show Details

view the details of the alarm. This feature lists the device from which
the alarm was triggered, description, date time when the alarm was
triggered, status of the alarm, global event ID, and the event attribute
associated to the alarm. You can also use the previous and next

buttons to view the details of the alarms listed in the alarms window.

Freeze

stop receiving the new or unacknowledged alarms in the Alarm
window. You can click this command again to start receiving the
alarms. This feature is useful when the Alarm window contains many
unacknowledged alarms and it becomes difficult to manage them.
You can stop receiving the alarms momentarily and start receiving
again when needed.

Receive
Alarms Only

list only the alarms in the Alarm window. Alarms are listed only when
the severity level of the corresponding event that triggered the alarm
is greater than or equal to the alarm severity threshold value. See
Setting Preferences for more information.

Receive
Events Only

list only the events in the Alarm window. Events whose severity level
is greater than or equal to the alarm severity threshold value are
listed. See Setting Preferences for more information.

Receive Both
Alarms and
Events

list both alarms and events in the Alarm window.
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Clearing Acknowledged Alarms

You can clear the acknowledged alarms after taking the necessary action.

To clear an acknowledged alarm
1. Click the Viewer tab.

2. Click to select the alarm you want to clear in the Alarm window. The acknowledged
alarms are listed in the second table in the Alarm window.

Note: To select more than one unacknowledged alarm, press the CTRL key.

3. Click Clear. The alarm is removed from the list of acknowledged alarms.

If you have selected multiple alarms, then all the alarms are cleared.

To clear all the acknowledged alarms

*  Click Clear All. All the acknowledged alarms are cleared and removed from the list of
acknowledged alarms.

Context Menu Options

When you right-click on the list of acknowledged alarms in the second table, a context menu
appears. The following table lists the commands in the context menu:

Command Click to....

Clear clear the selected acknowledged alarm.
Clear All clear all the acknowledged alarms.

Show Video view video from the time corresponding to

the occurrence of the event that triggered the
alarm. The video is played in the currently
selected panel in the salvo layout.

Note: The video is played only when the
video recording is available.

Show Preview Pane view video related to the alarm in a four panel
salvo layout. See Setting Preferences for
more information.

Show Details view the details of the alarm. This feature lists
the device from which the alarm was
triggered, description, date time when the
alarm was triggered, status of the alarm,
global event ID, and the event attribute
associated to the alarm. You can also use the
previous and next buttons to view the details
of the alarms listed in the alarms window.
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Command Click to....

Freeze stop receiving the new or unacknowledged
alarms in the Alarm window. You can click
this command again to start receiving the
alarms. This feature is useful when the Alarm
window contains many unacknowledged
alarms and it becomes difficult to manage
them. You can stop receiving the alarms
momentarily and start receiving again when

needed.

Clear on Ack automatically clear the alarms when they are
acknowledged.

Receive Alarms Only list only the alarms in the Alarm window.

Alarms are listed only when the severity level
of the corresponding event that triggered the
alarm is greater than or equal to the alarm
severity threshold value. See Setting
Preferences for more information.

Receive Events Only list only the events in the Alarm window.
Events whose severity level is greater than or
equal to the alarm severity threshold value
are listed. See Setting Preferences for more
information.

Receive Both Alarms and Events to list both alarms and events in the Alarm
window.
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Overview

You can search for video recorded from cameras connected to MAXPRO NVR. You can filter
the search for recorded video based on search conditions like video recorded today,
yesterday, and others.

To search for recorded video and events

1. Click the Search tab. By default MAXPRO NVR is displayed under Recorders in the Filter
window.

¥ et

Filter SRR REEER
Starch for Evenls =
Rocorders

Recorders
Mg MR

Camuras Select al

Camunas

Date bene filter Today

Rl

Ho resuits
[

Tatal Recond Count (0}

Figure 6-1 Search tab

2. Select “Events” or “Recordings” from the Search for list.

3. The list of cameras that are connected to MAXPRO NVR are displayed under the
Cameras section (in the Filter window). Select the check box next to the cameras from
which the video is recorded. Select the Select all check box to select all the cameras.

4. Select one of the following search conditions corresponding to Date time filter.
* Today - video recorded in MAXPRO NVR today.
* Yesterday - video recorded in MAXPRO NVR yesterday.
* Last 7 Days - video recorded in MAXPRO NVR in the last seven days.
* Last 30 Days - video recorded in MAXPRO NVR in the last 30 days.

* On - video recorded on a particular date in MAXPRO NVR. The From box to select
the date is enabled when you select On.

*  On or Before - video recorded in the MAXPRO NVR up to a particular date. The
From box to select the date is enabled when you select On or Before.

* Between - video recorded in the MAXPRO NVR between a time duration. The From
and To boxes are enabled when you select Between. You can select the start time
and date in the From box. The end time and date can be selected in the To box.

5. Inthe Type list, select the check boxes for the events you want to include in the search
result. Select the Select All check box to include all the events.
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6. Clickthe Qﬁ icon. The recorded video is searched based on the search conditions. The

search results are listed in the Results window.

Playing Video after Searching

Drag and drop the search result from the Results window on the salvo layout. The panel
starts displaying the recorded video.

Note: To select more than one search result, press the CTRL key.

Deleting the Recorded Video

Caution: Deleting the recorded video from the search result also deletes it from the
MAXPRO NVR.

To delete the recorded video
1. Select the recorded video from the list of search results.

Note:  To select more than one search result, press the CTRL key.

2. Click the icon. The recorded video is deleted from MAXPRO NVR.

Intellisense Search

The Intellisense search option makes the search of cameras simpler and easier. When a part
of the camera name is typed in the text box, the Intellisense search displays the list of cameras
that are connected to various recorders in the Devices window. For example, if you are
searching for Camera 2 connected to particular recorder, then type Ca in the text box, the list
of camera names that contain 'ca' appears.

Intellisense search also supports wild characters while searching. For example,

ca* — camera names that begin with 'ca' are displayed.

*ca — camera names that end with 'ca’ are displayed.

*ca* — camera names that contain 'ca' are displayed.

! ca — cameras that do not have ‘ca’ in their name are displayed.

Select the required filter string and click on the filter button. You can toggle between the

Filter On and Off mode using the E option or right-click E and select between Filter ON
and Filter OFF. The hot key to activate Intellisense search is F4.
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Timeline Search

Note: See Timeline for more information.

Calendar Search

Note: See Calendar Search for more information.

Preview Search

Note: See Preview Search for more information.
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Introducing Web Client

The MAXPRO NVR Web Client allows you to remotely access the MAXPRO NVR server using a
web browser like Internet Explorer and perform video surveillance. It gives you the flexibility to
view live video and perform the basic video surveillance functions remotely over the web.

MAXPRO NVR Web client is available with MAXPRO NVR 3.1 build 65. By default MAXPRO
NVR installs the Web client and MAXPRO Web Configurator along with the NVR 3.1
installation. You can use the web client once you have installed the NVR 3.1 build 65.

MAXPRO NVR Web Client functions involve the following tasks
* Viewing the live video
* Viewing Recorded Video (Playback)
e Taking Snapshot

* Viewing Presets

Installing Web Client

By default MAXPRO NVR 3.1 Build 65 installs the Web Client component on your machine. It
also installs the MaxproWEBConfigurator utility to change or update the system and server
configuration. If you want to access the MAXPRO NVR Server using Web Client remotely
through a supported web browser then you should install Silverlight on the remote machine.

Prerequisites to access MAXPRO NVR Server Remotely

The following are the prerequisites to access the MAXPRO NVR server remotely.

* Silverlight : Ensure that Silverlight version 4 and above is installed on your machine.
If you don't have the Silverlight plug-in on your machine, you can download it from
the following Microsoft link. “http://www.microsoft.com/getsilverlight/Get-
Started/Install/Default.aspx”

* Web Browsers Supported on Windows Systems: Ensure that Internet Explorer
version 8 or above, or Firefox version 15.0.1 or above or Chrome version 32.x or
above is installed on your PC.

* Web Browsers Supported on MAC systems: Ensure that Safari version 7 or above
is installed on your MAC machine.

Setting the MAXPRO Web Configurator

MAXPRO NVR by default installs the Web Configurator and 1 is displayed on your
desktop.

MAXPRO NVR Web Configurator is a utility and it allows you to perform the following:
1. System Configuration

2. Server Configuration
System Configuration tab: The system configuration tab allows you to:
e update the administrator user credentials used by the web server. By default , admin

is the username and trinity is the password. It is recommended not to change the
default settings.

162

MAXPRO NVR 3.1 Operator’s Guide



MAXPRO NVR WEB CLIENT .
Introducing Web Client -

Note:  You can update only the Administrator credentials used by Web Server only. The
Administrator credentials used by the Web Server should be configured as a non-
Windows Administrator user in the MAXPRO NVR through the desktop client.

e allows you to enable the PTZ operations for cameras from web client. It is not
recommended to use this feature in the current release.

» allows you to select the FPS for a better Stream quality. It is recommended not to
change the default settings.

» select the protocol for secure communication. The available options are HTTP and
HTTPS. By default HTTP is set .

Server Configuration tab: The server configuration tab allows you to update the Web Server
and MAXPRO NVR Server IP details.

To set the Web Configurator

1. Double-click ﬁ; on the desktop. The MAXPRO Web Configurator dialog box appears.

2 MeproweBcontiyuuzic SN == === ===
MAXPRO WEB

System Configuration | Server Configuration

User Configuration Allow PTZ

sermame [ (| ™ Evebe P12

help in deing PTZ
O s for DOME

Update Cameras from Web Client

Stream Quality Configuration

Figure 3-1 MAXPROWebConfigurator

Note: By default the System Configuration tab is selected.

2. Under User Configuration: When the (non-window) Administrator login name and
password is changed then you can update the credentials here to change the login and
password of MAXPRO NVR Web Client to logon to web client .

* Type the Username and Password and then click Update.
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Note:  You can update only the Administrator credentials used by the Web Server. If you

are changing the default administrator user credentials (admin/trinity) in NVR
through the desktop client, then you should change and update the credentials in
MaxproWEBConfigurator as well for Web Server to communicate with NVR and
Web Clients to work.
The Administrator credentials used by the Web Server should be configured as a
non-Windows Administrator user in the MAXPRO NVR through the desktop client.
As a good security practice, it is recommended to update the default credentials
on your system.

3. Under Allow PTZ:

*  Select the Enable PTZ check box to perform PTZ operations on a PTZ camera from
Web Client. It is not recommended to use this feature in the current release.

Note: PTZ feature is not supported and It is not recommended to use this feature in the
current release.

4. Under Stream Quality Configuration:

e Select the required FPS options as applicable and then click Save. The available
options are:

* As Per Frame: Select this option to view the video as per the camera stream
settings. If the camera supports 30 frames per second to stream the video then
you can view 30 frames per second and accordingly your bandwidth is
consumed. By default As Per Frame option is selected and it is recommended
not to change this option, because this provides you with the best quality video.

*  Only IFrame: select this option if your bandwidth is low and if you want to view
only one IFrame per second.
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Note

MAXPRO NVR Web Client supports streaming quality resolution up to
1080p. Cameras configured above 1080p resolution are not supported. If
you drag and drop a camera configured with megapixel resolutions
(above 1080p) resolution then a message appears and video is not
displayed as shown below.

Streaming megapixel resolutions(above 1080p) not
supported

Under Protocol:

Click the appropriate Protocol options for secure communication. The available
options are HTTP and HTTPS. By default HTTP protocol is selected.

Note:

If you want to access the web client using secured connection then click the
HTTPS option. When you access the MAXPRO NVR server using the URL
https://<MAXPRO NVR Server IP or Machine name>/MAXPROWEB/ then the
following message is displayed. Click Continue to this website to proceed.

ta.i Thera is a problem with this website's security cartificate,
-

The security certificate presented by this website was 15sued for 5 diferent website's address

Seaurity certificate problems may indicate an attempt to fool you ar intercept any data veu send to the
SErVEr,

We recommend that you close this webpage and do not continue to this website.

@ Click here to cose

webpage

W Continue to this website [not recommended)

= Moreinformatio

The above message appears by default when you access the NVR server for the
first time. You can choose to buy a domain name specific certificate, create it and
then install it. See Creating Self Signed Certificate and Installing the Certificate.
Or

You can create a self signed certificate and then install it. See Creating Self
Signed Certificate and Installing the Certificate.

The above settings are applicable to Internet Explorer, Chrome, Firefox and Safari
web browsers and these settings are valid if the web client is accessed using the
Domain/Host Name. If you access the web client using the IP then the above
settings are not valid.
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6. Click the Server Configuration the following screen appears.

2 veerowEsContous N == === S
MAXPRO WEB

System Configuration | Server Configuration

Web Server P
MAXPRO Server Ip:

Figure 3-2 MAXPROWebConfigurator-Server Configuration

Note:  The Web Server and MAXPRO Server are both installed on the NVR server
machine by default and the IPs are set by default to local IP or machine name. It
is recommended to change these settings to NVR Server (local) machine name, if
it is not set by default in your system. For Honeywell supplied NVR boxes, default

machine name is MAXPRO-NVR and can be updated in the configuration from
the tool.

*  Web Server IP: If the MAXPRO NVR server machine name or IP (as applicable) is
changed then you should change the Web Server IP. Type the new machine name or
IP (as applicable) in this box and then click Update.

* MAXPRO Server IP: If the MAXPRO NVR server machine name or IP (as applicable)
is changed then you should change the MAXPRO Server IP. Type the new machine
name or IP (as applicable) in this box and then click Update.

Note: Both Web Server IP and MAXPRO Server IP should be same.

7. Click [m=&3sm| to close the MaxproWebConfigurator.
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Logging on to MAXPRO NVR Web Client

To log on to MAXPRO NVR Web Client

1. Type the URL http://<MAXPRO NVR Server IP or Machine name>/MAXPROWEB/ in
your web browser and then press Enter. The login page appears.

Note: <MAXPRO NVR Server IP or Machine name> needs to be replaced by the IP
address or machine name (as applicable) of the MAXPRO NVR Server machine
on which both the Web Server and NVR Server are installed by default.

VR Wl Login - Windows Inbarat Tuphoser 5 MeAd o | D
49 |
- —_— —

S ~ | DN 10787200310 ® AR G

MAXPRO*"WEB—_

In ¥ Video

Honeyweall Inc

Figure 3-3 MAXPRO NVR Login page

Note: If Silverlight is not installed on your machine then a message

54| Get Microzoft Sikverlight
is displayed. If you are using Internet connection then you
can click the link Get Microsoft Silverlight to download the Silverlight. See
Prerequisites to access MAXPRO NVR Server Remotely to install Silverlight.

2. Type your Username. The default user name is “admin”.

3. Type your Password. The default password is “trinity”.
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Note:  User credentials are configured in NVR and the default administrator credentials
(Username and Password) which are configured in MAXPRO NVR are, “admin”
and “trinity”.

By default the Start In drop-down list is selected with View Video option.

4. Click Login. The below MAXPRO NVR Web page appears if your credentials are
successfully validated. The name of the currently logged in user is displayed as admin on
the top left of the page.

MAXPRO® NVR Web

Liv

» 'I Maxpro NVR

Figure 3-4 MAXPRO NVR Web Page -Initial View

5. Under Live Video pane, click the MAXPRO NVR node. The list of cameras configured in
the MAXPRO NVR server is displayed.

Note: The list of cameras displayed is based on the user or operator permissions
configured in the MAXPRO NVR Server.

Signout

To signout from the MAXPRO NVR Web Client page

* Click Signout on the top right corner of the page.
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Familiarizing with the Web Client Page

The web page of MAXPRO NVR Web client consists of tree-structure, floating window, and
icons. On opening the page, you see the following: Live Video Pane and default Salvo view.

MAXPRO NVR Web Page

The following figure illustrates the MAXPRO NVR Web Page.

Accessing over LAN or WAN m

'Welcome admin T LAN Signout
MAXPRO®NVR Web Floating Window
Live Video or
Cameras Pane iveMideo n»

Close buttonto close
all Salvo views.

Al H303sR2 =
i H4D35R2 H
Configured £ Salvo Layouts

13 W

]
m 2

Cameras M Han3sr2_3

&

M Ha03sR2_4

A H3D3SR2_S

M H3035R2 6 T

My HaD352X Snapshoticon

Selected Salvo View
Ay r3o3s2

.H? 3SR2_9
.uqmanz_m
S B2-H3D1F-JitensP1
4\82 3D1FX-Rajeev

ﬁBZ-H:‘DIFK-]itenSPl

Figure 3-5 MAXPRO NVR Web Client Page-Familiarization

The following components are displayed on the screen.

Component Description

Live Video or Camera Displays the list of cameras which are configured in

Pane MAXPRO NVR.

Configured Cameras List of configured cameras which are available to render
video.

Note To view the list of cameras in Live video pane, you
should configure the cameras in MAXPRO NVR.
See Configuring the Cameras. The list of cameras
listed is based on the user or operator permissions
configured in the MAXPRO NVR.
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Component

Description

Accessing over LAN
or WAN

Select this check box if you want to access web client
using LAN connection.

Clear this check box if you want to access web client
using WAN connection.

Note By default this check box is selected when you
login the web client page.

Salvo Layout

An arrangement of panels in which video is displayed.
Select the required layouts to view the video. The Salvo
views can be resized. See Resizing the Salvo.

Snapshot Icon

Click to take a snapshot of entire salvo layout.

Floating Window

Click to display different salvo layouts and snapshot icon.
You can select the required salvo view to view the video in
the panel.

Close Button

Click to close all the panel at once.

Video Control Options

The toolbar that appears on top of a panel enables you to view the name of the video source
and take snapshot for a particular video panel. The toolbar that appears on the bottom and on
the right of a panel consists of icons that enable you to perform the following actions:

Icon Click to...
set the date and time for playback. See
T3 - Viewing Recorded Video.
view the live video. See Live Video.
|uve
displays a drop-down list of presets. You can
| |select a preset for the camera. See Viewing
W PresetsCreating Self Signed Certificate.
display the playback settings. See Viewing
- Recorded Video.
vy

view the live video while you are in playback.
See Viewing Recorded Video.

take a snapshot for the required panel. You
can view this icon when you hover the mouse

sl on the top of a panel. See Taking a Snapshot.
to close the required panel. You can view this
icon when you hover the mouse on the top of

X a panel
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Icon Click to...

select the required salvo view to arrange the
panels. See Resizing the Salvo.

to close all the panels in a salvo layout.
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MAXPRO NVR Web Client Features

MAXPRO NVR Web Client features includes viewing live video, playback, taking snapshots
and viewing presets.

Live Video

You can view live video using the option available in MAXPRO NVR web client. The panels in
the salvo layout display video. You can select the video source from cameras on the Live
Video pane.

Note: To view the list of cameras in Live video pane, you should configure the cameras
in MAXPRO NVR. See Configuring the Cameras. The list of cameras listed is
based on the user or operator permissions configured in the MAXPRO NVR.

To view live video

* Drag and drop the required video source from the Live video pane on a panel in the
salvo layout.

[Welcome admin M Access Over LAN Sigrout I8

MAXPRO®NVR Web

hlﬂ H3D1F-Nens3
hI'IJ-II:!I'_IJI"}‘.'-]I!HEPI_IS
hB‘.’-‘ H3D1F-JitenSP1_16

S Oy Motion

B Forauar

Figure 3-6 Web Client - Live Video

Troubleshooting Tip

If the video is not streaming through web client then perform the below steps to reset Internet
Explorer (browser) to default settings except user specific settings like favorites, bookmarks
etc:

1. In Internet Explorer navigate to Tools -> Internet Options -> Advanced tab and then
click the Reset button. The Reset Internet Explorer Settings dialog box appears.
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2. Select ‘Delete personal settings’ check box and then click the Reset button.

3. Close and then open the Internet explorer.

Note = MAXPRO NVR Web Client supports streaming quality resolution up to
1080p. Cameras configured above 1080p resolution are not supported. If
you drag and drop a camera configured with megapixel resolutions
(above 1080p) then a message appears and video is not displayed as
shown below.

Streaming megapixel resolutions(above 1080p) not
supported

You can view live video in different panels of the salvo layout. When you hover the mouse over
a video display, a toolbar appear over the panel. The toolbar enables you to perform actions
such as Playback, Live video, taking snapshots and viewing Presets.

Note: Each MAXPRO NVR box has a limit of 32 streams for both live and playback
feature combined. Even if the same camera is opened for live in multiple web
clients then it consumes only 1 stream. Each playback function consumes 1
additional stream always.

Resizing the Salvo

You can view the salvo layout when you select the available options on the floating window
tab. At a time, you can select one of the salvo layout .For example: If you want to view video
from two cameras, select a salvo layout with two or more panels.

To resize the salvo layouts
* Click the required salvo layout options available on the floating window.

Viewing Recorded Video

You can easily retrieve and view recorded video using the date and time controls in the panel
toolbar. When you select a camera from the live video pane to view video, a toolbar appeatrs.
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Note: = Each MAXPRO NVR box has a limit of 32 streams for both live and playback
feature combined. Even if the same camera is opened for live in multiple web
clients then it consumes only 1 stream. Each playback function consumes 1
additional stream always.

To play recorded video
1. Drag and drop a camera from the Live video pane into the panel.

2. Hover the mouse at the bottom of a panel over live video. A tool bar appears.

| Maxpro NvR

g, GriondEye:

g AXIS PT214 - 00408C0D90FCE

A}'.!‘J' P7214 - D0408C090FCE_

Q.2
‘.&):Is P7214
oy, 15 P7214_4

Oy, B2-HIDIF-VivE

Figure 3-7 Web Client - Playback

L1
3. Click the icon.

1:08 AM :n
4. Select the date and time in the date and time calendar box

and then click . The video recording is played from the selected date and time.

Navigation Tip T

At any point of time, click "1 to go back to the Live video view.
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Viewing Presets

Preset can be viewed in web client if the camera is a PTZ camera. To view Presets in web
client you need to define the presets in MAXPRO NVR. To configure presets in MAXPRO NVR,
see Creating a Sequence.

To View Presets
1. Hover the mouse at the bottom of a panel over live video. A tool bar appears.

iWelcome admin

MAXPRO®NVR Web

Live Video

| Maxpro NvR

Wy, GrandEyer

.‘J\II‘. 2410 3

- DOA0BCI0DOE:
i 2410
"NHS P7214 - D0408CDI0FCE

A} P7214 - D0408C090FCE_

gy, Axi% P7314
oy, 15 P7214_4

Oy, 2-HID1F-VIvE

Figure 3-8 Web Client - Presets

2. CIickWJ and then select the required preset from the drop-down list to
view the configured preset.

Note: To view Presets in web client you need to define the presets in MAXPRO NVR.
See Creating a Sequence.

Taking a Snapshot

You can take snapshot of the single video panel in a salvo and also all video panels in a salvo.

Note: Snapshot feature is not supported on Mac and print screen feature in Mac can be
used alternatively.

To take a snapshot of all the video panels in a salvo
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1. Click ﬁ on the rightmost pane of the web page. A confirmation message appears.

File Download - Security Warning

Do you want to save 2014 01_20T01_26_32 2257

Figure 3-9 Confirmation dialog - All Salvo Views

2. Click OK to save the snapshot.

To take snapshot of the single video panel

1. Hover the mouse at the top of a panel over a live a video. A tool bar appears.

2. Clickthe ‘sl icon. A confirmation message appears

File Download - Security W_I

OK

Figure 3-10 Confirmation dialog - Single Video Panel

3. Click OK to save the snapshot.

Creating Self Signed Certificate

Self signed certificate is required if you want to access the MAXPRO NVR server using your
domain name. You should create a certificate, bind it to the https and then install the certificate
to access the server using the web browser (Internet Explorer, Chrome, Firefox and Safari).

To create self signed certificate

1. Open the Internet Information Manager (II1S) window.

2. Select the server node under Connections pane.

3. Under IIS, double -click the Server Certificate option as shown below.
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Figure 3-11  Server Certificate.

The Server Certificate window is displayed as shown below.

B e S @
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e
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Figure 3-12  Server Certificate

4. Click the Create Self-Signed Certificate on the rightmost pane. The Specify Friendly

Name dialog appears.
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Create Self-Signed Certificate M

= .@ILL'

Specify Friendly Name

Specify a file name for the certificate request, This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

Cerno

8]:4 ] ’ Cancel

Figure 3-13 Specify Friendly Name

5. Type a friendly name for the certificate and then click OK. A new certificate is generated
and listed under server certificates list as shown below.

3 Inrmet Ineemation Services (15 Marager

@ & 0 TLATHIKTI »

jeu  Lidp
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< CRMIESE
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Figure 3-14 Generated Certificate

178 MAXPRO NVR 3.1 Operator’s Guide



MAXPRO NVR WEB CLIENT
MAXPRO NVR Web Client Features *

Binding the generated certificate with https

To bind the generated certificate with the https

1. In the Internet Information Manager (IIS) window, expand the server node under
Connections pane.

2. Navigate to Sites > Default Web Site.

3. Click Bindings in the rightmost pane. The Site Bindings dialog appears.

[ Intervet Indcemation Senaces (15 Manager - -
@. ;@ oy RIATHICTIVL » Ster b Detulrwen See s Bk 8-
Fie  View Help
Conectiom : At
- @ DefaultWebSite Home
a3 LALTHIKTLVI PACFIMLEMSLER
woiieliis Fier: - G Showlll | Gisup by Auea
O appe el - P
FRERTT) ASPNE
Q) Dk Wb S e I - - .
; i !
A noe 9 2 B X ,
NET Y T e AT Do T et  Si1fion St
futhorima.. Compitmad St Bindings - =) :
et Manage Weh Site -
Type  HsotHame Pott  Paddess  Bindnghfam ¢ a4
TP il e ] :
itps w0 e 2
3 ikt e
@ 1 et . ! I 5 Browwse Web Site
: 5 | |nem ocwhiost | s . .
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" Close
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Figure 3-15 Site Bindings Dialog

4. Select the type as https and then click Edit.. The Edit Site Bindings dialog appears.

Edit Site Binding X

Type: IP address: Port:
https Al Unassighed - 443

S5 certificate:

MaxproWebDeveloperCertificate V] Wieww,.,

| ok || cancel |

Figure 3-16 Edit Site Bindings
5. Select the Demo SSL certificate from the SSL Certificate drop-down list.

6. Select All Unassigned from the IP Address drop-down list.
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Note:  Ensure that you select All Unassigned option from the IP Address drop-down list
and the port should be 443.

7. Type the port number as 443.

8. Click OK.

Installing the Certificate

Once you have created a self signed certificate you need to install the certificate in the Internet
Explorer on machines accessing the web client. If you do not install the certificate then the
web browser displays the following error.

€& PA Server Monitor - Available Reports - Windows Internet Explorer

&>~ le ntpsiiiocalnostsl findexhtmi + ! CertificateError | | » | |

Figure 3-17 Certificate Error

To view the error details, click on the Certificate Error message. A Untrusted Certificate
message box is displayed as shown below.

/s
= S

'g' Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This preblem might indicate an attempt to
foel you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

View certificates

Figure 3-18 Untrusted Certificate

To install the certificate
1. Click View Certificate as shown in figure 3-18. The Certificate dialog box appears

Note: You caninstall the certificate using Internet Explorer. Once the installation is done
you can access the MAXPRO NVR server using other browsers on the same
machine using your domain name.
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Certificate @

General | Details | Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: P'A Server Monitor on DNVISTA
Issued by: PA Server Monitor on DNVISTA
Vvalid from 6/23/200% ko 6/17/2034

Install Certificate...

Learn more abou

Figure 3-19 Certificate

2. Click the Install Certificate button. Certificate Import Wizard dialog box appears

1 Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store!

Browss,..

e ) (o)

Figure 3-20 Certificate Import Wizard
3. Click the Browse button and then select the Trusted Certificate Authorities option.
4. Click Next until Finish button is displayed.

5. Click the Finish button. A confirmation message “you want to add the new certificate”
is displayed.
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GENERATING REPORTS
Overview

Overview

You can generate the following two types of reports: Event History report and Operator Log
report.

Event History Report

The event history report can be generated for cameras and recorders. The event history report
lists the events related to a device during a time period. For example, for a camera, you can
generate the event history report to know the occurrence of events like enabling of camera
motion detection, starting of background recording, and others. You can select the device and
list of events that you want to view while generating the report.

Operator Log Report

The operator log report can be generated to view the activities performed by users. The
operator log report lists the activities performed by users during a time period. For example,
creating clips, adding bookmarks, and other actions performed by a user. You can select the
users and the list of activities you want to view while generating the report.
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Generating the Event History Report

To generate an event history report

1. Click the Report tab.

2. Inthe Reports window, select the Event History Report.

3. Click Show Report. The Event History Report dialog box appears.

Custom date range

From 14114202
Date

To 1411/2m2

Device Typesk Servers Custom E vents

0
[E] Recorders 10 Alaims

[] Select &l

Devices Selected Devices

Events Selected E vents

Event Sevenly All -

Figure 7-1 Event History Report

4. Inthe Date box, select the date for which you want to view the list of events. The following
table lists the options in the Date box:

Option Description

Today event history report for today's events.

Yesterday event history report for yesterday's events.

Last 7 days event history report for the last seven day's events.

Custom Date Range event history report between a start date and end date. The
From and To boxes under Custom Date Range are
enabled when you select this option. You can select the
start date in the From box and the end date in the To box.

5. Select the Site.

6. Inthe Device Types box, select the check box next to the type of device for which you
want to generate the event history report. You can select more than one type of device.
You can select the Select all check box to select all the device types. Based on the
selection in the Device Type box, the list of devices appear in the Devices box. For
example, if you have selected Video Inputs in the Device Types box, all the camera
names appear in the Devices box.

7. Under Custom Events, select the 10 Alarms check box to include the input and output
alarms.
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8. Inthe Devices box, select the device for which you want to generate the event history
report. The selected devices appear in the Selected Devices box.

* To select a device
Select the check box next to the device name and click “ You can select

more than one device. To select all the devices in the Devices box, click
* Toremove a device

Select the check box next to the device name and click “ You can select
more than one device. To remove all the devices in the Selected Devices box, click
9. Inthe Events box, select the events that you want to include in the event history report.
The selected events appear in the Selected Events box.

* To select a device
Select the check box next to the event name and click “ You can select

more than one event. To select all the events in the Events box, click m
* To select a device

Select the check box next to the event name and click n You can select
more than one event. To select all the events in the Selected Events box, click

10. Inthe Event Severity list, select the severity of the event.

11. Click Generate Report. The event history report is generated and appears in the display
area.
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Generating the Operator Log Report

To generate the operator log report

1. Click the Report tab.
2,

In the Reports window, select the Operator Log Report.

3. Click Show Report. The Operator Log Report dialog box appears.

Date

Today =
Custom Date Range
From 111152012

To

11142012

Operators

n
Adrinistratar

Select all

Activities

Configuratar

|| Session
Wiewer

Select all

Dutput ype

Figure 7-2 Operator Log Report

4,

In the Date box, select the date for which you want to view the list of events. The following

table lists the options in the Date box:

Option

Description

Today

operator log report for today's events.

Yesterday

operator log report for yesterday's events.

Last 7 days

operator log report for the last seven day's events.

Custom Date Range

operator log report between a start date and end date.
The From and To boxes under Custom Date Range are
enabled when you select this option. You can select the

start date in the From box and the end date in the To
box.

In the Operators box, select the check box next to the operators for which you want to

generate the operator log report. You can select the Select All check box to select all the

operators.

In the Activities box, select the check box next to the activities which you want to view in
the operator log report. You can select the Select all check box to select all the activities.

In the Output type box, select the type of operator log report you want to generate. You

can select Tabular to view the operator log report in a table or Graphical to view the
operator log report in a graph.

Click Generate Report. The operator log report is generated and appears in the display

area.
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Viewing, Printing, and Saving the Report

You can use the following options in the toolbar on top of the report:

lcon Click to...

save the report. By default, the report is saved in Crystal Reports (.rpt)
format. You can also save the report in Adobe Acrobat PDF (.pdf),
@ Microsoft Excel (.xIs), Microsoft Excel Data Only (.xls), Microsoft Word
(.doc), and Rich Text (.rtf) formats.

print the report.

3
toggle the display of report names on the left of the display area.
Ho
L
view the first page.
|
view the previous page.
1
view the next page.
bk
view the last page.
M

go to a page number.

search for text in the report.

enlarge (zoom in) and reduce (zoom out) the report view.

-

close the current view.
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Image Stream Combinations for Oncam
Grandeye Cameras

For Oncam Grandeye Halocam Cameras

Camera Type Resolution Best fps (MAX)(H.264)
FullPanorama 640x208 10
1024x336 10
HalfPanorama1 640x208 10
1024x336 10
HalfPanorama2 640x208 10
1024x336 10
FishEye 1424x1424 5
1024x1024 8
2144x1944 3
VGAFishEyeWithPan 640x480 10
Composite1 640x480 10
Composite2 640x480 10
VGAFishEye 640x480 10
320x240 15
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For Oncam Grandeye Evolution Cameras

Camera Type Resolution Best fps (MAX)(H.264)
Evolution 1056x960 15

2144x1944 10

1448x1360 15

528x480 15

Device Characteristics of Oncam Grandeye
Cameras

Characteristic

Camera Type

Comments

Camera provides variable fps. Halocam As per Grandeye, fps varies

Example: For highest resolution, and cannot go beyond the

2144x1944, maximum fps a maximum value, 3. This is the

camera can provide is 3. On design specific behavior of the

several occasions, it is seen that the camera.

fps varies from 1 to 3, and very

rarely a camera provides

3 fps.

Camera provides variable fps. Evolution As per Grandeye, fps varies

Example:For highest resolution, and cannot go beyond the

2144x1944, maximum fps a maximum value 10. This is the

camera can provide is 10. design specific behavior of the
. . the camera.

On several occasions, it is seen

that fps varies from 6 to 10, and

very rarely a camera provides

10 fps.

Before streaming, the active Evolution As per Grandeye this is the

Camera stream (Resolution)
must be set in the Camera Web
page.

In MAXPRO NVR, if you do not
select the active stream, video is
not displayed.

design specific behavior of the
the camera.
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MAXPRO Mobile App

This section describes how to connect to a MAXPRO® NVR using the MAXPRO® Mobile app
on an Apple® or Android™ mobile device. It also covers how to use the MAXPRO Mobile app
for remote live video viewing, searching for recorded video, taking snapshots for forensic
purposes, and other daily tasks.

MAXPRO Mobile app Installation

The MAXPRO Mobile app is compatible with all MAXPRO NVRs.

Minimum Requirements

The MAXPRO Mobile app minimum requirements are:

* AppleiPad, iPhone, and iPod touch running I0S 3.2 and later
* Android phones and tablets running v2.2 and later

* Internet connection to the MAXPRO NVR

*  Wifi or 3G connection for the Apple or Android device

Installing the MAXPRO Mobile app

To install the MAXPRO Mobile app on your mobile device

1. Download the app by searching for MAXPRO Mobile from the appropriate mobile app
store, either the Apple App Store or the Google Play Store (https://play.google.com/).

Apple mobile device Android mobile device

My Files

e

Gmail

Notes - & Utllities: =

Game Center Settings « Newsstand

-
a4

= e

Email Browser Applications
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2. When the application is successfully installed, the Honeywell MAXPRO Mobile icon
appears on the device.

Apple mobile device Android mobile device

MAXPRO NVR Update

[ =]
Note  If your MAXPRO NVR has the MAXPRO NVR Mobile server m
software pre-installed, the desktop icon is on your desktop (/® ). Please
proceed to Typical Network Configuration and Settings, on page 195.

If the MAXPRO NVR Mobile server software is not pre-installed (you do not
have the desktop icon), please follow the instructions in Installing the
MAXPRO NVR Mobile Software Update on the NVR.

Installing the MAXPRO NVR Mobile Software Update on the NVR

To install the most current MAXPRO NVR Mobile software on the NVR

1. Check for the latest software update from the Download Center at
https://www.hascim.com/cim/FilesAndDrivers/NVR.aspx. Download the most current file
to your NVR.
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2. On the MAXPRO NVR, double-click the MAXPRO NVR Mobile Setup file and then follow
the InstallShield Wizard.

Welcome to the InstallShield Wizard for
MAXPRO® NVR Mobile

The Installshield{R) Wizard will install MA¥PRO& NVR. Mobile on
your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

License Agreement

Flease read the follawing license agreement carefully.

Global Notices and Trademarks
Copyright
Copyright 2005-2011 by Honeywell International Inc.

Tiilies] >

While this information is presented in good faith and
believed to be accurate, Honeywell disclaims the implied
warranties of merchantability and fitness for a
particular purpose and makes no express warranties
except as may be stated in its written agreement with

and for its customers. In no event is Honewywell liable
ol . Tt e |

--------- R S R e Yy s el R R VR S, |

(@ I accept the terms in the license agreement!

(71 I do not accept the terms in the license agreement

InstaliShield

| < Back ” Next = ] [ Cancel |

4. On the Service User Details dialog, set up the service account as follows:

Note  The values listed in step a to step ¢ below are the factory default values. These
instructions assume that the default values have not been previously user-modified.
For non-default values, please use the Windows User name and Password.

In the Domain/Computer Name drop-down list, select MAXPRO-NVR.
In the User Name field, type in administrator.

c. Inthe Password field, type in Password1 (case sensitive).
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d. Click Next.

Service User Details

Enter the User Name and Password of Service account.

Select the
Domain/Computer Name:

[MaxPRO4IR

Enter the Uscr hame: iadmini:ztrabor

Enter the Password: | sensennns

InstsliShield

Installing MAXPROE NVR Mobile
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs MAXPRO® NVR. Mobile.
This may take several minutes.

Status:

InstsliShield

InstallShield Wizard Completed

The Installshield Wizard has successfully installed MAXPRO®
NVR Mobile, Click Finish to exit the wizarc.

[T] show the Windows Installer log
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Typical Network Configuration and Settings

Figure a-1 shows a typical system setup. In applications where the mobile device connects to
the MAXPRO NVR through a public router, you must configure port forwarding on the router as
shown in Table 1-1. Please contact your Network Administrator for assistance.

Apple iPad
Client P
Workstation Local Menitering
— Display
[4 b
CAT 5e Android Ap_ple iPhone
MAXPRO NVR = phoneftablet oriPod touch

IP: 192.168.1.101

——

Ml

TN T

Firewall  pouter

N

O

Indoar, 720p
H
0

E‘(f Internet

™y
A

T S

HD54IP

L
Outdoor, VGA
DE5IP @
utdoor, 720p H Dz\l-zﬂF.;
Indoor, VGA

Figure a-1 System Diagram

Note  Up to three mobile devices can be used simultaneously to view video from the NVR.

Note  The default port for the Mobile app on MAXPRO NVR is 80. See Changing Default

Port 80 for the MAXPRO Mobile appand MAXPRO Web Client for instructions on

how to change the port number if Port 80 is already used or if there is more than one
MAXPRO NVR behind the router in the network.
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Table 1-1 Port Forwarding

Public Router IP Address External Port MAXPRO NVR IP Address Internal Port
192.168.1.101 80

74 XXX 80

Creating Users for the MAXPRO Mobile app

The MAXPRO Mobile app uses a non-Windows authentication. You need to create non-
Windows users to allow access from authorized mobile device users. To add a user:

1. Launch MAXPRO NVR (double-click the MAXPRO NVR icon on your desktop).
2. On the Configurator tab, select the User tab, then click Add at the bottom.

MAXPRO NVR - T

Viewer ~Configurator Search ADMINISTRATOR 28

e

~
Configure system users and camera associstion
User
[[] UserName User Description Role Password IsWindowsUser  Email Address
[£] =6min Admiristrator YRAdministrator B
[C] Administrator Administrator NVRAdministratar &
B R S |

Association of Cameras to User / Selection of events for email notfication
Camerz & | Recorder Event A tion | Input Event

| Camera Event Association |

Availzble List Lssocisted List
T Camera Name =

Camera Name

[£] HD3MDIH-001FS50BAFAT

[F] HD3MDIP-001F550B1637

E] ACUIX-D00A13000000

® ® [MAXPRO-NVR]

@ Clip Export  NVRAdministrator

Alarm(s) (37) 11:40:28 AM

* Double-click User2 in the User Name column. Type in a name for the MAXPRO
Mobile user.

e This is the name that will be used to log on to the mobile device to connect to the
MAXPRO NVR.

* (Optional) Double-click in the User Description column to add an appropriate
description (for example, Mobile app operator).

* Inthe Role drop-down list, select the appropriate user permission (for example,
Operator, as shown above).
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Selecting the Cameras to be Remotely Viewed
3. Provide access for the MAXPRO Mobile user to selected cameras, as required.

Select cameras in the Available List, then click the right arrow to move them to
the Associated List.

¢ Click Save.

MAXPRO NVR

= [ [
Viewer Configurator Search ADMINISTRATOR g2 ~

Configure system users and camera association

User
[] User Nams User Description Fole Password IsWindowsUser  Email Address
[F] =dmin Administrater NVRAdministrator [&]

S : T =
I T I e

Association of Cameras to User / Selection of events for email notification

Camera Association | Recorder Event Input Event i | Camer Event & |
Available List Associated List
Il Camera Name

Camera Name.
HD3MDIH-001F550BAFAT

HD3MDIP-001F550B1637

HE L

ACUIX-

00000

® ® [MAXPRO-NVR] i Clip Expo VRAdministrator
® ® [MAXPRO-NVR] & Clip Export NVRAd trat

Alarm(s) (37) 11:44:08 AM

Adding the MAXPRO NVR to the MAXPRO Mobile
app

In the MAXPRO Mobile app, you must add the MAXPRO NVR so that you can view video.

1. Launch MAXPRO Mobile by tapping on your mobile device.
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2. Before you log on:

Apple mobile device

Android mobile device

Tap Setup in the top left hand corner.

Tap the cog wheel in the top left hand
corner.

"ggv
| 1%

7z I8 2:50 PM
MAXPRO® Mobile

er your Username

Connect

W Remember
Me

3. Add an NVR:

Apple mobile device

Android mobile device

Tap the MAXPRO® NVR tab, then click
Add NVR.

iPod = 10:20 AM =]

Tap MAXPRO® NVR, then on the next
screen, tap the Plus sign.

= /|| 2:50 PM

MAXPRO® Mobile

RapidEye Server
3 Enter RapidEve Server URI v
MAXPRO® Cloud

MAXPRO® NVR
Ent
o

@

B g,
: MAXPRO® NVR ="

A AT Y AV 2V o SN SN o
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4. Set up the MAXPRO NVR.
* Inthe Name field, enter the name of the unit to which you wish to connect.

* Inthe IP Address field, type the address of the unit.

* Click Save.
Apple mobile device Android mobile device
Tap Setup in the top left hand corner. Tap the cog wheel in the top left hand

corner.

= @ 11:18 AM

Name
Office

IP Address

T4.X.%.X

Save Cancel

5. The name and IP address of the NVR populates. Tap the name to enable the NVR (check
mark displays).

6. To return to the log on dialog:

Apple mobile device Android mobile device

Tap Setup. Tap the Back arrow.

S = D<] -] = || 2:58 PM
MAXPRO® Mobile

RapidEye Server

MAXPRO® Cloud

MAXPRO® NVR

Office o
: T4.%.%.% s 4

LS Y A AV oV S o S o
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Note  You must set the IP Address field to <IP:PORT> in the Add NVR option if you decide
to open a different port on the router for the MAXPRO Mobile server. For more

information, see Changing Default Port 80 for the MAXPRO Mobile appand
MAXPRO Web Client.

7. Logon:

* Inthe UserName field enter the name that was created for the mobile device

user in MAXPRO NVR (see Creating Users for the MAXPRO Mobile app on
page 196).

* Inthe Password field enter the appropriate password.
e Tap Done.

e Tap Connect.

Apple mobile device Android mobile device

Me

The live view displays (see Using the MAXPRO Mobile app).

Using the MAXPRO Mobile app

The MAXPRO® Mobile app allows you to connect to a MAXPRO NVR from a remote location.
Use the app to perform common daily tasks such as:

* Live video viewing
* Zooming in for full screen viewing
* Playback or searching for video clips by date and time

* Taking a snapshot of a recorded frame
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Live Video Viewing

The MAXPRO® Mobile app features a single camera or multiple camera view. When you
Connect, the live view screen displays in the default quad view as shown below. It may take a
few seconds for the cameras to be discovered. The cameras that were associated with the
mobile app user (see Selecting the Cameras to be Remotely Viewed) are listed at the bottom
in the Camera List panel.

Apple mobile device Android mobile device

=< 7 11/ 3:05 PM
MAXPRO® NVR ¢

MAXPRO® NVR

ar ®alr ®
——]
Legend
© SnapShot © SnapShot
® Time search/Playback @® Time search/Playback
© Delete camera view © Delete camera view
® Hide camera list @ Connected camera
© Connected camera list
list
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To view live video, tap and drag a camera box in the Camera List to a viewing panel in the quad
view, as shown below.

Apple mobile device Android mobile device

<] ] = ,ill(8 3:10 PM
MAXPRO® NVR ¢)
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Viewing Live Video in Full Screen Mode

Double-tap on one panel in the quad view to view the video from that channel in full screen
mode. To return to quad view, double-tap on the panel again.

Apple mobile device Android mobile device

-G = (W 3:12eM
MAXPRO® NVR ¢

3 06

[Panel 2/4]

CAM-0000 A

10:12:47
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Hiding the Camera List

"Hide Camera List

To hide the camera thumbnails in the Camera List at the bottom, tap . The icon

turns to Show Camera List. Tap it again to show the camera thumbnails.

Apple mobile device Android mobile device

Note This feature is not currently available on an
Android mobile device.

MAXPRONVR

Removing a Camera from Live View

To remove video from one channel on the viewing display, tap underneath that panel.
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Searching for Recorded Video and Playback

To search for recorded video from one channel on the video display:

Task

Apple mobile device

Android mobile device

1. To setthe search
parameters:

Tap ﬁ underneath that
panel. The date/time wheel
displays.
iPod = 2:40 PM

Office

Hide Cameras

Tap - underneath that
panel. The date/time keypad
displays.

]

=l @315 M

2. To select a specific date:

Swipe the date wheel
downwards

Tap the + or - under the date,
OR

Tap the number and enter the
desired date.

3. To select a specific time:

Swipe the hour, minute, and
AM/PM wheels downwards.

Tap the + or - under the time,
OR

Tap the number and enter the
desired time.

4. To play back the video
starting from the date
and time selected:

a.Tap ﬂ under the wheel.

b. Tap m to turn off the
date/time wheel.

Tap Search.

Taking a SnapShot

To take a snapshot of the current video frame in a panel, tap under that panel. This
feature is available in both 2x2 mode and full screen mode.
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Emailing a SnapShot

The snapshot image can be sent by email:

Apple mobile device Android mobile device
1. Tap Photos Album to open the photo Open file explorer and browse to the path
library. /mnt/sdcard where the snapshot images
are stored.
2. Select the desired image. Select the desired image.
3. a. Tap the forward icon. a. Tap the screen to open the Menu.
b. Tap Email Photo. b. Tap Share and then tap Email.
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VMD Settings and Motion-based Recording
Configuration

VMD setup consists of:
* Event-based recording configuration on MAXPRO NVRs.
*  Server VMD (Smart VMD) settings on all video devices supported in MAXPRO NVR.

*  Built-in VMD (Camera based VMD) settings on Honeywell IP cameras.

Overview of MAXPRO NVR Recording Options

Each IP camera configured in the NVR can be set for Continuous (background) recording,
event-based recording, or both.

When using event-based recording, Honeywell recommends that you:
* Set up recording on events at a higher frame rate
*  Set up continuous (background) recording at a lower frame rate

Continuous (background) recording at a lower frame rate and event-based recording with
boosted higher frame rate ensure that:

* Video recording is not missed in the event that the motion is not sufficient to trigger a
VMD event on the camera; that is, the motion does not meet the configured VMD
threshold on the camera.

* Video records longer than pre and post event recording with the lower frame rate; that is,
Continuous (background) recorded video provides better forensics.

MAXPRO NVR supports recording at different frame rates for each camera using a single live
stream from the camera and recording quality settings.The NVR Recording Quality Setting
options for Continuous (background) and Event recording are:

* Same as Live

* Every IFrame

* Every Second IFrame

*  Every Third IFrame.

Example:

For a camera configured in the NVR with these settings:

 FPS=5

* GOP=5

* Record Quality Setting: Background/Continuous Recording = Every IFrame
* Event Based Recording = Same as Live

The result is a Continuous (background) record rate of 1 FPS and a boosted event-based
record rate of 5 FPS.
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Note

* A combination of continuous and event-based recording from a camera can
be achieved using the relationship between Frames Per Second (FPS) and
Group Of Pictures (GOP).

* FPSis a measure of the images every second from the camera, while GOP
determines how frames are sequenced.

*  Every GOP starts with an I-frame (full image) and is followed by smaller

images which are relative to the images preceding it. So, for a GOP of 5 there
will be one I-frame for every 5 frames.

The following figure shows an example of three seconds of video at 5 FPS and 5 GOP.

|I-f|?n'r9 | | |I-1'=an'ua- | | | |I-f*a1'|=. | |

Figure a-2 I-frame Example

The NVR record Quality Settings for Continuous (background) and Event recording can be
used to achieve different level of FPS by selecting one of the following options.

e Same as Live: Every frame is recorded (5 FPS in the example)
* Every I-frame: Every |-frame is recorded (1 FPS in the example)

* Every Second Iframe: Every second I-frame is recorded (1 frame every 2 seconds in the
example)

* Every Third Iframe: Every third I-frame is recorded (1 frame every 3 seconds in the
example)

Note: For more detailed information on the relationship between FPS and GOP and

example settings to achieve different frame rates, refer to the MAXPRO NVR
Operators Guide.

Configuring the Pre and Post Event Recording
Settings

Note: See the Event Recording Settings for more information on configuring the
pre and post event recording settings.

Configuring Camera Settings for VMD-Based
Recording

To configure camera settings for VMD-based recording
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1. Click the Configurator tab and then the Camera tab to open the Camera configuration

page.

Figure a-3 Camera configuration page

*  For built-in (Camera-based) VMD configuration, open the camera web page by
clicking Launch Web View for Advanced Setup. See Configuring Built-in VMD
(Camera based VMD) on Honeywell IP Cameras for more information.

*  For Server-based VMD (Smart VMD) configuration, select the Enable Server VMD
check box and click Configure. See Server VMD (Smart VMD) for more information.

Note:  Built-in (Camera-based) VMD support in NVR is based on the type of device
integration and may not be supported for all devices. Please refer to the MAXPRO
NVR compatibility list on HOTA website
(http://www.security.honeywell.com/hota/) for details.Server VMD (Smart VMD) is
supported for all video devices supported by NVR.

2. Select a camera to configure the following items in the Camera pane:

* Continuous Recording (default=24x7): In the Continuous Recording drop-
down list, select the appropriate value. Honeywell recommends 24x7 for
continuous recording. There are several standard options for scheduled
recording. You can define additional schedules in the Schedules tab.

* Event Based Recording (default=NONE): In the Event based Recording
drop-down list, select the appropriate value. Select a setting other than NONE to
activate event-based recording. The typical setting would be 24x7. There are
also several standard options for scheduled recording. You can define
additional schedules in the Schedules tab.

Server VMD (Smart VMD)

Note:  See Server VMD (Smart VMD) for more information.
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Configuring Built-in VMD (Camera based VMD) on
Honeywell IP Cameras
Use the Camera Web Client to configure VMD on the camera itself.

For motion detection, an Administrator can enable and configure up to five zones within a
scene. The enabled and configured zones are monitored for motion.

1. Click the Video Analytics tab.

2. Click the Region drop-down list in the Video Motion Detection pane, then select a
region from the five available.

3. Click the VMD drop-down arrow, and then select Enable.

4. The regions appear as colored rectangles in their default positions. Click and drag the
box to resize and place it over the camera image. This box is the region of interest.

5. Click Motion Threshold and then select the sensitivity level:
* Low (30%) (most sensitive)
e Medium (50%)
* High (80%) (least sensitive).

Note: It is recommended that you use the medium sensitivity at 50% as the initial
setting. It can be further adjusted as explained in Fine Tuning the Video Motion
Detection.
6. Click Apply.
Note

To ensure that the VMD settings have been applied, click another tab, and
then back to the Video Settings tab. Check the VMD settings for the changes
you made.

In the unlikely event that the VMD settings are not applied, please try logging

out of the software and logging back in. Then repeat step 1 through step 5
above.

Disabling Motion Detection

To disable a zone, click the VMD drop-down arrow and then select Disable.

Fine Tuning the Video Motion Detection

For optimum results, adjust the VMD configuration to match the camera field of view, regions
of interest and other factors. The recommended configuration procedure is:

1. Identify areas in the image where motion detection alarms should be triggered. In some
applications, motion anywhere in the image needs to be reported. In other applications,

you may wish to monitor specific areas such as doors, parking lot entrances, or other
areas of interest.

2. Select one of the five available regions for each area of interest and draw the
region-of-interest box for that region to fully cover the area of interest.
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Note:  The camera only measures motion inside the drawn box. For example, a person

or vehicle moving along the boundary of the box may or may not trigger an
alarm, because their motion is only partially evaluated. Therefore, it is important
to adjust the region-of-interest boxes to fully cover the required areas of interest.

Test your initial configuration setup by observing VMD performance to ensure that
relevant scene motion triggers alarms and to ensure that the camera is not reporting false
alarms (such as VMD alarms triggered due to image noise). In cameras with a wide field
of view, or when activity happens far away from the camera, people and vehicles may
appear rather small in the image. In such cases, it may not be possible to apply a single
area of interest to the whole field of view to reliably detect motion. In such cases,
Honeywell recommends covering the camera view with multiple, smaller region-of-
interest boxes, concentrating on specific areas where motion alarms are important, such
as entrances, restricted access areas, and so on.

Use the medium sensitivity of 50% as the initial setting. You can adjust this further if
required.

Note:  Observe VMD performance in all expected lighting conditions after the initial

configuration is applied. Ensure that relevant scene motion triggers alarms and
ensure that the camera is not reporting false alarms (such as VMD alarms
triggered due to image noise).

Increasing VMD Sensitivity

If the relevant scene motion does not trigger VMD alarms, try the following adjustments to
increase VMD sensitivity.

* Decrease the sensitivity level from 80% to 50%, or from 50% to 30%. This
change causes smaller objects to trigger alarms and it requires smaller contrast
level to report an alarm.This should be the primary adjustment mechanism.

* Reduce the size of the region-of-interest box and, if needed, add more regions.
Note that this adjustment causes smaller objects to also trigger VMD alarms.

Note:  After VMD sensitivity is increased, observe the performance in other lighting

conditions in case further tuning is required to prevent false alarms.

Decreasing VMD Sensitivity

If VMD alarms are triggered even when there is no motion and no significant changes in the
video, try the following adjustments to decrease VMD sensitivity.

* Increase the sensitivity level from 30% to 50%, or from 50% to 80%. This primary
adjustment mechanism increases the required contrast level (or amount of
noise) required to trigger an alarm. Higher sensitivity levels also require larger
amounts of motion to be observed before a VMD alarm is triggered.

* Increase the size of the region-of-interest box. This adjustment prevents smaller
objects (or smaller areas of noise) from triggering VMD alarms.
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VMD Configuration Examples

The sensitivity level examples below are provided only for illustration. Other factors such as
lighting level, contrast, and image noise may affect VMD performance and may require further
tuning adjustments as described above.

Normal Field of View

In a normal field of view, with a person walking in front of the camera, the maximum
recommended region-of-interest box sizes would be as shown by the red boxes as in the
following figure.

30% sensitivity level 50% sensitivity level 80% sensitivity level

Figure a-4 Sensitivity Level Comparison: Normal Field of View

Wide Field of View

In a wide field of view camera, the car shown below would be expected to trigger a VMD alarm
if the VMD region-of-interest box is not larger than indicated by the red box.

30% sensitivity lavel 50% sensilivity level B0 sensilivily lovel

Figure a-5 Sensitivity Level Comparison: Wide Field of View

Combination Field of View

For cameras with a wide-angle field of view covering a large outdoor scene, people who walk
far away from the camera might appear rather small in the image. If motion needs to be
detected in the entire field of view, the following region-of-interest box configuration is
recommended.

* Three smaller boxes, set to 30% sensitivity, covering the upper portion of the
image where people appear small.

* Two larger boxes, set to 50% sensitivity, covering the lower portion of the image
where objects appear larger.
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The following figure illustrates a typical region-of-interest box configuration in a combination
field of view.

Figure a-6 Combination Field of View Example
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Metadata and Database Backup

A common batch file is created for for taking the metadata and database backup.

The following sections describe the procedures to take metadata and database backup.

Note Itis recommended to set up scheduled backups of Metadata and
Database with the below steps if they are not already configured on your
NVR. The backups can be used to recover a system anytime later in case
of a failure or if the OS drive is reimaged with a recovery disk, please
contact Technical Support for assistance. Please note the below steps do
not include backup or recovery of the Video Storage drives containing the
raw video data. Below is the recommended configuration:

a. Separate Metadata partition (For example M:) of 50 GB or higher size on the
non-0OS hard drive. Metadata can be pointed to the separate partition during
the install/upgrade.

b. The database backup is recommended to be pointed to the Metadata
partition.

c. The Metadata backup is recommended to be pointed to the OS partition.

Backing up the Metadata and Database

In this scenario, create a scheduled task that helps in taking either a daily backup or a weekly
backup or a monthly back up of the metadata based on your requirement.

To backup the metadata and Database

1. On the Microsoft Window® 7 computer, right-click the Computer option, and click
Manage in the context menu as shown in the following figure.

) Administrator
Maxpro NVR Wizard

Documents
.F' MAXPRO NVR

Pictures
@ Honeywell 1P Utility

m Music
o j Notepad
Games
L'i 3}\7 SQL Server Management Studio E —
r‘}'\‘ Bipress Computer
Meeting Center Open
i re

Contral Panc! [FESuw—"

Devices and P Map network drive...

Disconnect network drive...
Default Progra
Show on Desktop

Administrative R

s :
¥ AllPragrams Help and Supg} Properties
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The Computer Management window appears.

& Computer Management
File Action

|

View  Help

(=8 B =)

& Computer Management {Local
a [} System Tools
. |(5) Task Scheduler
Event Yiewer
a Shared Folders
» & Local Users and Groups
(&) Performance
£ Device Manager
4 2 Storage
=4 Disk Management
Z; Services and Applications

‘ Overview of Task Scheduler

.;_‘

Action menu,

rarmmand inthe Letinn menn

You can use Task Scheduler to create and manage comman tasks that your computer
will carry out autornatically at the times you specify. To begin, click 3 comrmand in the

m

Tasks are stored in folders in the Task Scheduler Library, To view or perform an operation
on an individual task, select the task in the Task Scheduler Library and click on a

Task Status

Status of tasks that have started in the following time period:

Summary: 0 total - 0 running, 0 succeeded, I stopped, 0 failed

[Last 24 hours -

Task Mame Fun Result  Run Start Fun End Triggered |
‘ i 7

Active Tasks "
Active tasks are tasks that are currently enabled and have not expired.
Summary: 34 total

Last refreshed at 7/27/2011 6:07:38 AM | Refresh

Actions

» | Task Scheduler -
| & Create Basic Task..

@] Create Task...

[ Import Task..

Display All Running Ta..

" Enable &1 Tasks Histary
AT Service Account o,
Wiewns »

m

|6 Refresh

H Hep

2. Right-click Task Scheduler on the left pane, and click Create Basic Task in the context

menu as show

A Computer Management

n in the following figure.

[E=8Eo =3

File Action View Help
e zEH
A& Computer Management (Local Actions
4 [} System Tools 4 | Task Scheduler ~
@Task Schadular e o= - ‘
- @] Bven Create Basic Task... & Create Basic Task..
%] Shar Create Tasin [cheduler to create and manage common tasks that yaur computer E T Create Task.
& Locq hatically at the times you specify. To begin, click a command in the i
e Import Task... A [l Impart Task..
() Perfe
2D Display All Running Tasks I : . Display All Running Ta..
il Devil e folders in the Task Scheduler Library, To view or perform an operation o
4 23 Storage sl e A bk, select the task in the Task Scheduler Library and click on a Enable &1l Tasks Histary
= | H——
_ = Disk AT Service Account [ AT Service Account Co..
s Senvices - ‘
View , Wiew v
Refresh farted in the fallowing time period: Last 24 hours = | @l Refresh
Hel
Help Ing, 0 succeeded, 0 stapped, 0 failed B el
Task Name RunResult  Run Start Fun End Triggered |
‘ i v
Btive Tasks "
Active tasks are tasks that are currently enabled and have not expired.
Summary: 34 total =
2 Last refreshed at 1/27/2011 6:07:30 &M Refresh
« i v

Quickly creates a simple task
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The Create a Basic Task dialog box appears as shown in the following figure.

Create Basic Task Wizard

o]

E] Create a Basic Task

Action Hame: NVR Metadata and DB backup task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.

Finish

Description:  NVR Metadata and DB backup task decription

e
3. Type the Name of the task.
4. Type a Description for the task.
5. Click Next. The Task Trigger dialog box appears.
Create Basic Task Wizard @
3 Task Trigger
Create a Basic Task Wéhen do you want the task to start?
o oy
Daily -
Action Weekly
Start 3 Program ~ Monthly
Finish One time
*) When the computer starts
\When1log on
") When a specific event is logged
[ <Back ][ met> |[ cancer |

6. Select the Daily option. You can select other options based on your requirement.

7. Click Next. The Daily dialog box appears as shown in the following figure.

Create Basic Task SWizard

©] iy

Create a Basic Task

Start 1212011 [Dv  1z00:004M 5 [ Synchronige across time zones

Trigger

Action

Recur every: days

Starta Program
Finish

==

< Back

H Next > H [ |
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8. In the Start box, select the start date and time of the task.
9. Select the Synchronize across time zones check box to synchronize the time across

different time zones.

10. To run the task periodically, type the days in Recur every.
11. Click Next.The Action dialog box appears as shown in the following figure.

Create Basic Task Wizard @
B Action
Create a Basic Task
TiEE What action do you want the task ta perfarm?
Daily
@ Starta program
Finish
Send an e-mail
Display a message
< Back | [ Next = ] | Cancel
12. Select the Start a Program option.
13. Click Next. The Start a Program dialog box appears.
["create Basic Task Wizard =X=)
3 Start a Program
Create a Basic Task
Trigger Program/script:
Daily Pragram or script.bat Browse..
Action
Add arguments (optional):
Finish Start in {optional):
[ <@k | [ Net> ][ conca |

14. Select the Program/script that is required to run the task. Click Browse and choose

the.bat file - TakeNVRBackup.bat.

15. Download the TakeNVRBackup.bat from the Honeywell Download Center. For your
reference the contents of TakeNVRBackup.bat file is shown below.
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Note: Please save the batch file in the following location:

C:\Install\BackupData\TakeNVRBackup.bat. The following are the two new
entries in the .bat file set BackupDBDrive=M: set BackupMetaDataDrive=C.
By default the Backup Database (BackupDB) is stored in M drive and the
Metadata (BackupMetaData) is stored in C drive. It is recommended to choose M
and C drive for DB and Metadata backup, but you can choose your own drives
(for example: E, D, H drives) to store the backup file.

@echo off

echo kkkkkkkkkkkkkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkkkkkkkkk
echoBatch File to take MAXPRONVR Metadata and Database Backup
echo kkhkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhhhhhhhhkhkkkhkhkhkkkkkkkkkkkk

REM khkhkkkhkkkhkhkkhkhkkkhkhkkhkhkkkhkhkhkhkkhkhkhkhkhkhkhhkhkhkhkhkhkkhkhkhhkhkhkrkhkhkhkhkhkhxkx

REM To Change the Backup Drive please change the value below

set BackupDBDrive=M:

set BackupMetaDataDrive=C:

REM *H* 5k kkokokokokokokdok ko k ok ko dok ok dokk ook ok ok kb k Ak Ak ko kok ok ok
set CURRENT_PATH=%~dp0

set CURRENT_PATH=%~dp0

IF NOT "%PROCESSOR_ARCHITECTURE%" == "x86" GOTO BIT64

set ServerKey="HKLM\SOFTWARE\Honeywell\MaxproNVR\TrinityFramework\Server"
set ClientKey="HKLM\SOFTWARE\Honeywell\MaxproNVR\TrinityFramework\Client"

set
DatabaseKey="HKLM\SOFTWARE\Honeywell\MaxproNVR\TrinityFramework\DatabaseD
etails"

set MetaKey="HKLM\SOFTWARE\Honeywell\MaxproNVR\TrinityFramework"
GOTO IFEND
:BIT64

set
ServerKey="HKLM\SOFTWARE\Wow6432Node\Honeywell\MaxproNVR\TrinityFramewor
k\Server"

set
ClientKey ="HKLM\SOFTWARE\Wow6432Node\Honeywell\MaxproNVR\TrinityFramework
\Client"

set
DatabaseKey="HKLM\SOF TWARE\Wow6432Node\Honeywell\MaxproNVR\TrinityFrame
work\DatabaseDetails"

set
MetaKey ="HKLM\SOFTWARE\Wow6432Node\Honeywell\MaxproNVR\TrinityFramework"

:IFEND

set value="InstallDir"

set value1="INSTANCENAME"
set value2="PCNAME"

set value3="MetadataPath"

for /f "tokens=2* skip=1" %%a in (reg query %DatabaseKey% /v %value1%') do (
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set INSTANCENAME=%%b
)
call:trimSpaces INSTANCENAME
for /f "tokens=2* skip=1" %%a in (‘'reg query %DatabaseKey% /v %value2%') do (
set MACHINENAME =%%b
)
call:trimSpaces MACHINENAME
for /f "tokens=2* skip=1" %%a in (reg query %ServerKey% /v %value%') do (
set NVRSERVER=%%b
)
call:trimSpaces NVRSERVER
for /f "tokens=2* skip=1" %%a in (reg query %MetaKey% /v %value3%) do (
set MetaPath=%%b
)
call:trimSpaces MetaPath
set METADATADIR=%BackupMetaDataDrive%\Trinity_Backup\REIPEngineMetaData

set
MetadataBackupFolder=%BackupMetaDataDrive%\Trinity_Backup\REIPEngineMetaDat
aBackUp

set DatabaseFolder=%BackupDBDrive%\Trinity_Backup\Database
echo %METADATADIR%

echo %DatabaseFolder%

set backupcmd=xcopy /s /c/d /e /h [i /r /K ly

Date /t >> %CURRENT_PATH%Bkp_Log.txt

time /t >> %CURRENT_PATH%Bkp_Log.txt

eChO Fhkkkkkkkkkkkkkkhhkhkhhkhhkhhkhhkhhkdhkdhkhkkhhkdhhhhhhhhhhdhhkhhrhhrdr - 5

%CURRENT_PATH%Bkp_Log.txt
echo Backing up MAXPRONVR Metadata Directory...

echo Backing up MAXPRONVR Metadata Directory... >>
%CURRENT_PATH%Bkp_Log.txt

eChO kkhkkkkkkkkhkkkkhkkkkkhkhkkkhkhkhkkkhhkhkkhhkhkkhkhhkhkkhkhkhkkhhkhhkhkhkhhkhkhhkhkhhhkhhkhhhhkhkhkhkhhkhhhxkx >>

%CURRENT_PATH%Bkp_Log.txt

%backupcmd% "%MetaPath%\REIPEngineMetaData" "%METADATADIR%" >>
%CURRENT_PATH%Bkp_Log.txt

%backupcmd% "%MetaPath%\REIPEngineMetaDataBackup"
"%MetadataBackupFolder%" >> %CURRENT_PATH%Bkp_ Log.txt

eChO khkhkhkhkkkhkhkhkhkkkhkhkkhkhkkkhkhkhkhkkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkkhkkkhkhkhkhkkhkhkhkkhkhhxkx >>

%CURRENT_PATH%Bkp_Log.txt
echo Backing up Trinity Database...
echo Backing up Trinity Database... >> %CURRENT_PATH%Bkp_Log.txt

eChO khkhkhkhkkkhkhkkkhkkkhkkkhkhkkkhkkhkhkhkkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkkkhkhkhkhkhkhkhkhkhkhkhkxkx >>

%CURRENT_PATH%Bkp_Log.txt
mkdir %DatabaseFolder%

set DATESTAMP=%DATE: ~-
4% _ %DATE:~7,2%_ %DATE:~4,2%__ %time:~0,2%_%time:~3,2%_%time:~6,2%
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echo %DATESTAMP%
set DBfilename=%DatabaseFolder%\Trinity_ %DATESTAMP%.bak

SQLCMD.exe -S %MACHINENAME%)\%INSTANCENAME% -E -Q "BACKUP DATABASE
[TrinityDatabase] TO DISK = N%DBfilename%' WITH NOFORMAT, INIT, NAME = N'Trinity-
Full Database Backup', SKIP, NOREWIND, NOUNLOAD, STATS = 10" >>

%CURRENT PATH%Bkp_Log.txt

echo %DatabaseFolder%
forfiles /p %DatabaseFolder% /s /d -7 /c "cmd /c del @file : date >= 7 days >NUL"

echo dhkkkkkkkkkkkhkkhhkhhkhkkhkkhhkdkhhhhdrdhhhdhhkhhhkhhhkhhrkhhhkhhkhhhhhkdrr 5 5

%CURRENT PATH%Bkp_Log.txt

echo Backup Complete - MAXPRONVR Metadata and Database Backup is created
successfully.

echo Backup Complete - MAXPRONVR Metadata and Database Backup is created
successfully. >> %CURRENT_PATH%Bkp_Log.txt

echo khkkkhkkkkhkhkhkkkkkhkhkhkhhkhkhkhhkkhkhkhkhkhkhkhkhhkhkhhkhkhhkhkhkhkhhkhhkkhkhkhhkkkkx >>

%CURRENT_PATH%Bkp_Log.txt

EXIT

‘trimSpaces varref -- trims spaces around string variable

-- varref [in,out] - variable to be trimmed

call call:trimSpaces2 %~1 %%%~1%%

EXIT /b

:timSpaces2 retval string -- trims spaces around string and assigns result to variable
-- retvar [out] variable name to store the result in
-- string [in] string to trim, must not be in quotes

for /f "tokens=1*" %%A in ("%*") do set "%%A=%%B"

EXIT /b

REM khkkkkhkkkhkhkkhkhkkhkhkhkhkkhkhkhkhkhkhkhhkkhkhkhhkhkhkkkhkhkkhkhkhkkhkhkhkhkhkhkkhkkk

Note: To change the Backup Drive, please change the value set BackupDBDrive=D:\.

16. Click Next after you have selected the above batch file. The Summary dialog box
appears.

17. Verify the information, and click Finish.
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Changing Default Port 80 for the MAXPRO Mobile
app and MAXPRO Web Client

Changing the default Port 80 for the MAXPRO Mobile app/ MAXPRO Web Client is a three step
process:

1. Changing port 80 on the MAXPRO NVR.

2. Enabling the new port number in the NVR Windows firewall.

3. Using the changed port in the MAXPRO Mobile app and MAXPRO Web Client.

Note: = MAXPRO NVR Web Client and MAXPRO Mobile app and MAXPRO Web Client

share a common port. Different ports cannot be assigned to the Web Client and
Mobile app.

Step 1: Changing the Default Port 80 on the MAXPRO NVR

By default, Port 80 is configured for the MAXPRO Mobile app and MAXPRO Web Client to
connect to the NVR. If you need to modify the default port, use the following procedure.

Notelf you require further assistance, please contact your Network Administrator.

1.

From the Windows Start menu, select Run. In the Open field, enter inetmgr, then click
OK.

——  Type the name of 2 program, folder, document or Internet
=] ? -
resource, and Windows will open it for you.

Open: inetrrgr

%) This task will be created with administrativz privileges,

[ o ][ concel | [ Browse.
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2.

o Inte

o0

t Inforn

[18] » MAXPRO-NVR + Sites »

In the Connections panel, expand Sites until you see Default Web Site.

File W¥iew Help

= e
& ng Sites
Filter: - [fiGo - g Show All | Group by: Mo Grouping -
Mame D Status Binding Path
(&%) Defzuit Web Site 1 Started (ht...

“80 [http),B08:* [nek.tcp),” (net,pin

~

@C} |@ » MAXPRO-MVR » Sites » Default Web Stz »

55y stemDrive’

3. Right-click Default Web Site, then select Edit Bindings ....

File  View Helo

Connections
*

0 Default Web Site Home
493 MAXPRO-NVR (MAXPRO-NVR\Administrator)

& Filter
2 Application Paols

- ffiGo - G showal
4 [&] Sites

Group by: Area - B~

ASP.NET
b DefaytiAlab €an | = ‘ =
@ o 4 Explere '*i = a [
Edit Permissions... .MET NET .NET Error .NET
Authorizat.. Compilation  Pages  Globalization
S Add Application... N _
¢ Add Virtual Directory... ;!f? & ’E
( Edit Bindings... )Machine Key Pagesand  Session State SMTP E-mail
Controls
Manage Web Site »
e

9& = o

NET Trust  Application
evels Settings

NET Profile Connection

Strings

4. On the Site Bindings dialog, highlight Port 80, then click Edit ...

Site Bindings

Type Haost Name

Port 1P Address

Binding Informa...

808
net.pi... e
net.m.. localhost
msm localhost

I

Type: IP address: Port:
http = | All Unassigned v
Host name:

Example: www.contoso.com or marketing.contoso.com

ok || cancel |

On the Edit Site Binding dialog, change default http port number 80 as required, then
click OK.
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Note:  Use only unreserved port numbers (1024 to 49151). To avoid port conflict, do not
use port numbers 10000, 20007, 20009, 20010, 20081, and 26026 as they are
already reserved for other use.

Step 2: Configuring the Firewall

Configuring the firewall consists of setting inbound and outbound firewall rules for the MAXPRO
Mobile app port.

Setting Up Inbound Firewall Rules

1. In Windows, navigate to Start > Control Panel > System and Security > Windows
Firewall > Advanced settings > Inbound Rules. Select New Rule ....

2. The Rule Type screen appears. Select the Port radio button and then click Next.

| New Inbound Rule Wizard "

Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type What type of nule would you liketo create?
@ Protocal and Ports
@ Action ") Program
o Frofie Rule that cantrols connections for a program
@ Name @ Port

Rule that controls connections for a TCP or UDP port
“) Predefined:
BITS Peercaching
Rule that controls connections for a Windows experience.
(7) Custom
Custom rule.

Leam mare about nile tyoes

< Back Net> | [ Cancel
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3. The Protocol and Ports screen appears.
* Select the TCP and Specific Local Ports radio buttons (as shown below).

*  Enter the appropriate port number (port 1024 in this example).
* Click Next.

i New Inbound Rule Wizard ==

Protocol and Ports
|

Speciy the protocols and ports to which this rule applies
||

Steps:
@ FRule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ ICP

@ Action ) UbP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

) All local ports
@ Specific local ports: 1024
Example: 80, 443, 50005010

Leam mare about protocol and ports

<Back  |[ Net> || Caneel

4. The Action screen appears. Select the Allow the connection radio button, then click
Next.

| New Inbound Rule Wizard ===

Action

|| Specy the action to bs taken when a connection matches the condtions specfied in the e
||

Steps:
o Fule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports )
@ Allow the connection
@ Adtion This includes connections that are protected with [Psec as well as those are not
@ Frofil )
i “) Allow the connection if it is secure
i This includes only connections that have bsen autherticated by using IPssc. Connections
wil be secured using the setiings in IPsec properties and rules in the Connection Securiy
Rule node:
") Block the connection

Leam more about actions

<Back |[ Net> |[ cancel
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5. The Profile screen appears. Select the Domain, Private, and Public check boxes, then

click Next.

|| Profile
Specify the profiles for which this ule applies.

| Steps:
@ Fule Type When does this e apply?
@ Protocol and Ports
@ Action [%] Domain
@ Profile Applies when a computer is connected to its comorate domain
@ Name Private

Appliss when a computer is connected to a private network location

[¥] Public
Aoplies when a computer is connected to a public network location.

Leam more about profiles

&9 New Inbound Ruie Wizard i

J[e>

“
o
&
B

Cancel

6. The name screen appears. In the Name field, enter a name for the rule. Click Finish.

|| Name
|| Speciy the name and description of this rule
I

| Steps:
Rule Type
Protocal and Ports
Action

Profile Name

Q New Inbound Rule Wizard it

MAXPRO Mobile|

& & & &

Name
Description {optional):

<Back [ Fmsh ||

Cancel

Setting Up Outbound Firewall Rules

The procedure for setting outbound firewall rules is similar to that outlined in Setting Up

Inbound Firewall Rules.

1. In Windows, navigate to Start >Control Panel >System and Security >Windows

Firewall > Advanced settings > Outbound Rules.
Select New Rule ....

MAXPRO NVR 3.1 Operator’s Guide

225



2. The Rule Type screen appears. Select the Port radio button, then click Next.

Lﬁzw Outbound Rule Wiza -‘J@

Rule Type

Select the type of firewall ule to create

Steps:
@ Rule Type What type of rule would you liketo create?

@ Protocol and Ports

@ Action o

@ Profile Rule that controls connections for a program
@ Name @ Port

Rule that controls connections fora TCP or UDP port
) Predefined:
BITS Peercaching
Rule that controls connections for a Windows experience.

() Custom
Custom rule

Leam more about ule tvpes

< Back Next > Cancel

3. The Protocol and Ports screen appears.
* Select the TCP and Specific Local Ports radio buttons (as shown below).

*  Enter the appropriate port number (port 1024 in this example).
e Click Next.

"Lmew Quthound Rule Wiza =l ,

Protocol and Parts
‘ Specify the protocols and ports to which this rule applies.

Steps:

o FuisType Does this e apply to TCP or UDP?

& Protocol and Ports @ ICP

@ Action ) upp

@ Profils

LEL Does this rule apply to all remote ports or specific remote ports?

) All remote ports

@ Specific remote ports: 1024
Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back |[ Ned> | [ cancel
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4. The Action screen appears. Select the Allow the connection radio button, then click
Next.

New Outbound Rule Wizai

Action l
Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

o Fule Type What action should be taken when a connection matches the specfied condiions?

@ Protocol and Ports
Allow the connection

L This includes connections that are protected wih [Psec s well s those are not.

@ Frofie .

i ) Allow the connection if it is secure

L Aol This includss only connections that have been athenticated by using [Pssc. Connections
will be secured using the sefings in IPsec properties and rules in the Connection Securty
Fuls node

"\ Block the connection

Leam more about actions

<Back  |[ BNet> || Caneel

5. The Profile screen appears. Select the Domain, Private, and Public check boxes, then

click Next.
New Outbound Rule Wiza -
Praofile l
‘ Specify the profiles for which this rule appliss
Steps:
o Rule Type When does this e apply?
@ Protocol and Ports
@ Action Demain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Applies when a computer is connected to a private network location

Public
Aoplies when a computer is connected to a public network location

Leam more about profiles

<Back |[ Nea> |[ cancel
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6. The Name screen appears. In the Name field, enter a name for the rule. Click Finish.

iNEW Outbound Rule Wiza ..E

Name

Specify the name and description of this ule.

Steps:
@ RueType

Protocol and Ports

)

&

Action

Profile Name
MAXPRO Mobie|

.

@ Name

Description {optional):

[ <Beck |[ Fmsh | [ Cancel

Your inbound and outbound firewall rules are now set up.

Configuring the web.configfile

Once you are done setting the inbound and outbound firewall rules, you should configure
web.config file with the port details. Before you configure the web.config file you need to the
decrypt the web.config file.

Decrypt the web.config file
To decrypt the web.config file

1. From the Windows Start menu, select Run. In the Open field, enter inetmgr, then click
OK. The Internet Information Services Manager window appears.

0 " ¥ x — ——— —— S— — —— s ot
€ et Inermaion S 15 Manaer e s e . _ - e ]
(0 %+ maneam o+ W@
He View Help
Lo tiowns Autiors,
@3 IEIALTHEKTLV Home
|| Mariage Serves
% EALTHECTIN PACRMTEMEIE « GG (e Sho AL | Govpb e : + Bt
AT NFT L
- [ ]
M — . - 3
b ] 3 22
g B @ 9 i L 7B 8 &
NET REY NET Errer NET METTnst  Application Connection Machine Ky Pagesand  Providers  Session State
Aighesrst Complation  Pager  Glebalirsien  Lewh  Setiing  Grngs Centrk
L]
SMTP E-mad
B
) | 0 ﬁ i - z [ & =
3] P » 2, ] E £l o = =)
AP faihenbe. Sulhoncsl Gl Comprroon  Delwd  Deeory  Encefagr Fasked Rl Handie £
Futer Document  Broating RruesTr  Geting  Mapginas
. - © !I A E 3 4 : a
s % ¢ R * & ¥ - .
HTR WP Paddess Bifland BAPIFkes  loggeg MBMETypes Modues  Ouwpss  Regue Sever
Resren  Respon. andDoms. CldRemi Caching  Titeing  Cesfiomes
oy
Norier
Frovewe
Mansgrmen
Configernt Shared
s Py
' Fratae Vew Content View
Ressdy i
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2. Inthe Connections pane, navigate to Site>Default Site>ISOM.

3. Right-click the ISOM node and then click Explore as shown below.

Connections
4 /150M Home
-85 ELALTHGKTLVL PACRML\EMGIO | + BiGe - 15 show Al | Group by: Area <&
-2 Applcation Pocls —
4.5 Sites SR i = \ i
@) DefaultWeb St i =0 [ x L
e | A D OYEIELRE D o
3 HorepelMAGRONR | NET NET  NETBw N NETPofe NETTust Applicin Comection MechineKey Pagesand SesionSte Mensoe -
5 || Authorizat., Compilstion ~ Pages  Globalization Levels Settings  Strings Controls Hromse ppiatin

) Bplore

Edit Permissions...

9 Add Application..
&1 AddVirtual Directory..

Manage Application 3 a " s = = B
of = < y 2 E B & 2
@ Relreh e 3 & s &
Adhentic.. Authorzst, 6l Compresion Defat  Direclory EvorPages Faled  Hander  HTTP
K Remore Rules Document  Browsing RequestTra. Mappings  Rediect
% Switch to Content View ™ [_ A" I 3 =
2 g A = " = |
I B 4 9 &
TP PAddress logging MMETypes Modues  Output  Reguest  SSLSetings
Recpon...and Dorma.. Caching ~ Fitring
Wanagement
Corfigurat.
Editor
g 1| [ Features View I Content Vew
Ready &

The ISOM folder is displayed as shown below.

P~
uu | <« Program Files » Honeywell » ISOM »
= = —
File Edit View Tools Help
Organize = M_I Open = New folder
w{ Favorites Kaine
4. Downloads (2) J hin
1= Recent Places Utilities
B Desktop 4] Global.asax

| || web.config
- Libraries

@l Data

= .

4. Click Start>Run to open the Run command window.
5. Type cmd in Run command window to open a command prompt window.

6. Double-click the Utilities folder and drag and drop the CipherBot.exe into the command
prompt window as shown below.
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r

BN Administrator: C\Windows\system32\cmd exe

IS0M

CiphorBot is starting Decryption...
Decryption Done

IC:sUsers ed446182>"C:Program Files“Honeywell~ISOM~Utilities~CipherBot.exe"

Type -d /ISOM command in the command prompt window as shown below and then
press Enter.

BN Administrator: C:\Windowshsystem32\cmd.exe

IS0M
CiphorBot is starting Decryption....
Decryption Done

gs;UsePs\e446132)"C:\Pl-ogl-am Files“Honeywell~ISOMuUtilities CipherBot._exe" -d ~I

A message “Decryption Done” is displayed as shown below.

BN Administrator: C\Windowshsystem32\cmd.exe

CiphorBot is starting Encryption....
Encryption Done

g(:);Users\e‘l‘lGlBZ)"C:\Pl-ogl-am Files“Honeywell~IS0MxUtilities CipherBot_exe" —-d ~I

CiphorBot is starting Decryption....
Decryption Done

Editing LiveRemoteURI and PlaybackRemoteURI fields

After decrypting the web.config.exe file now you need to change the LiveRemoteURI" &
"PlaybackRemoteURI fields in the web.config file.

To edit the LiveRemoteURI and PlaybackRemoteURI fields

1.

Repeat the step 1 through step 3 to open the ISOM bin folder as explained in Decrypt the
web.config file file section.

Double-click the web.config file.

Under appsettings locate the LiveRemoteURI and PlaybackRemoteURI fields as shown
below.
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r
_”\ web.config - Notepad

File Edit Format View Help

<add key="ClipPlayBack" value="https://localhost/mpcwebServices/Clips?clipid=" />

<add key="RTSPSleepTime" value="1000" />

<add key="Encryption_rasskey" value="cOn7r011" />

<add key="HDImageResizingEnabled" wvalue="1" />

<add key="LogPath" value="c:'\MobileLogs\" />
<add key="EnableLog" value="1" />

<add key="baseuri" value="http://localhost" />
add kevz"Bemotelrd” salyesthitn- /A0 77 0 A8" o

<add key="LiveRemoteuri” value="http://10.77.9.48:Port/Live/Media" />

<a§9 Fey=:P1ay9ackRemotep:1:"va1ge='ptt9:fﬁ10.?7.9.48:PortjP1aybackaedia” /=

<add ke?:”lsLogEnab]ed” value="True" />
<add key="RouteTableFilerath" value="" />
<add key="Localpath" value="C:\Muss" />
<add key="Deployment" wvalue="IsOM" />

4. Add the port number after the IP address which is created in Step 1: Changing the Default
Port 80 on the MAXPRO NVR.

Note: You should enter the same port number which is defined in the Step 1: Changing
the Default Port 80 on the MAXPRO NVR section.

5. Click File>Save to the save the web.config file.

Step 3: Changing the Port in the MAXPRO Mobile
app/MAXPRO NVR Web Client

To change the port MAXPRO Mobile app

1. Launch MAXPRO Mobile by tapping [s--=) ON your mobile device.
2. Click Setup in the top left hand corner.
3. Select the MAXPRO NVR tab.

4. Setthe IP Address field to </P:PORT>. For example, if the port was changed to 1024
with the steps above, enter the IP Address as 74.x.x.x:1024.

5. Click Save.

6. Tap to the left of the name to enable the NVR (check mark displays). Click Setup to return
to the log on dialog.

To change the port in MAXPRO NVR Web Client

* Type the URL http://<MAXPRO NVR Server IP or Machine
name>:<PORT>/MAXPROWEB;/ in your web browser and then press Enter. The
login page appears.

Note: <MAXPRO NVR Server IP or Machine name>needs to be replaced by the IIP
address or Machine name (as applicable)of the MAXPRO NVR Server machine
on which both the Web Server and the NVR Server are installed by default.
<PORT> needs to be replaced by the new port. For example: if the port is
changed to 1024 with the steps above, enter the URL as
http://74.x.x.x:1024/MAXPROWEB/
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